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The Romulus Family

m  Authenticated Encryption + Hash function by Guo et al. [GIK+18]
= Hash function Romulus-H designed for NIST LWC

m 10 Finalists including Romulus

August 2018 April 2019 August 2019 March 2021 February 2023
L 1 1 1 ]

Call Round 1 Round 2 Finalists Decision
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Skinny Specification [Gik+18]

= Romulus uses Skinny-128-384 with 40 rounds (instead of 56)

m  128-bit blocks
m  384-bit tweakey
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Romulus-H Mode [Gik+18]

Merkle-Damgard with Permutation [HPY07]

M1
0256 — L’\ e

/16



Romulus-H Compression Function [GIk+18]

Hirose Double-Block-Length M; \
Construction [Hir06]

. hy @H hl
= Two nearly equal block cipher calls (}1

3
Free-start collisions for 23 rounds | - "
by Dong et al. [DHS+21] 14 Y | R

= 212 time, 2% memory - J




Attack Goals

Find good differential
characteristics

Find semi-free-start collisions

= Collision on compression
function with constant h

Find hash collisions

m  Connect semi-free-start
collision with prefix My

Mpre M pad(...)
Ly
0256 P H
More — M* pad(...)
;
0256 H



Our Results

Bounds on the number of active S-boxes based on different models.

Rounds 6 7 8 9 10 11 12 13 14 15 16
Semi-coll. v v v v v v v - vV = —
Collision v v v v /v - - - - = —
#S-boxes (plain2x) 16 22 34 44 54 60 66 78 86 86 106
#S-boxes (equal=) 11 16 25 33 42 50 59 67 76 77 96
#S-boxes (joint o) 11 16 25 33 41 46 54 59 69 73 74
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Joint Differential Characteristics: Different Settings

2x  plain: 2 SKINNY calls considered
independent

9y joint: add connecting difference 7

= 7 e{0,X ?}

equal: keep track of where 2 SKINNY
calls are equal

= 7¢{0,?}




Attack Setup
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Cellwise Characteristic for 10 Rounds (Joint Setting %, 41 active S-Boxes)
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Finding Bitwise Characteristics

= Model CNF of DDT > w

= Whattodowhend =7 =X
a) define DDT4(0;, 0o, 77, 75)

= # of solutions to simultaneous transition
Oi = 0o, i — T

= modelCNF of DDT4 > w

—» very expensive

b) Switch to equality setting (=)

> cheaper modelas 7 # X. X3 S Y3 |-
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Bitwise Characteristic for 10 Rounds (Equality Setting=, p — 2~ 2%
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Finding Assignment for Characteristic

Encode linear layer using Xor constraints of Z3
SMT solver

Encode S-box as minified CNF of solution set
Solve for Mand h
— Get semi-free-start collision

Optimized model to reduce number of variables

M ad(...)
L
h— H
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Semi-Free-Start Collision Results

= Most characteristics are actually impossible
— Generate many and verify
= For 14 rounds

m  Generating characteristic takes ~1 second
m  Verifying characteristic takes ~30 seconds
m  After 32 hours on 1 CPU, we find a valid characteristic with p = 274%°

= Satisfiable using 512 degrees of freedom (256-bit message, 256-bit chaining value)
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Finding Hash Collision

= Randomly choose an initial block
= Verify the characteristic in the first 2 rounds is satisfiable (in C++)

= only then run SMT solver
= p ~ 2 Y thatagiven h_is compatible

I e e

M active, dep. ontk,  Oinactive, dep. on tks

[]

active, dep. on other tk;
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10-Round Collision

m  Collision can be found in about 1 hour on 88 cores.

m Based on characteristic with p = 2723* (256 degrees of freedom)

More = 55554654434b5555 59495a41504a4c41 4c41645247414452 4a444751524759%4c¢,

M; = b63a14a596b5216e 97e6d7cc7b0b014d 1d533b4£882a2075 04dd06463e1f98ed,

M, = b63aada596b52116 97e620cc50202a4d 1d534a4£882a20f c 04dd2d46dffe79ed,

M; & M, = 0000b00000000078 0000£7002b2b2b00 0000710000000089 00002b00elele100.

HlO(MpreHMl) - HlO(MpreHM2)

15/

16



Conclusion

T 00

Differential model for Romulus-H

Joint differential characteristics (9, 7)

Collisions for 10 rounds of Romulus-H

Semi-free-start-collisions for 14 rounds

github.com/IAIK/romulush_collisions
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github.com/IAIK/romulush_collisions
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