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Abstract. Using RFID tags for security critical applications requires
the integration of cryptographic primitives, e.g., Elliptic Curve Cryptog-
raphy (ECC). It is specially important to consider that RFID tags are
easily accessible to perform practical side-channel attacks due to their
fields of applications. In this paper, we investigate a practical attack
scenario on a randomized ECC hardware implementation suitable for
RFID tags. This implementation uses a Montgomery Ladder, Random-
ized Projective Coordinates (RPC), and a digit-serial hardware multi-
plier. By using different analysis techniques, we are able to recover the
secret scalar while using only a single power trace. One attack corre-
lates two consecutive Montgomery ladder rounds, while another attack
directly recovers intermediate operands processed within the digit-serial
multiplier. All attacks are verified using a simulated ASIC model and an
FPGA implementation.

Keywords: Implementation Attack, Correlation Power Analysis, Sim-
ple Power Analysis, Digit-Serial Multiplier, Elliptic Curve Cryptography.

1 Introduction

When it comes to RFID security research, many research groups all around
the world investigate the viability of new protocols, new optimized algorithms,
and new hardware implementation for RFID tags. Those designs have to cope
with the restrictive area, power, and runtime challenges that are mandatory for
practically usable RFID tags. Additionally, also power-analysis attacks have to
be considered. Those attacks can be used to recover keys, even though the actual
protocol or algorithm is mathematically secure.

The most promising public-key protocols are based on Elliptic Curve Cryp-
tography (ECC) as ECC offers comparably small memory and practically useable
runtime properties. RSA and ElGamal based public key schemes simply need too
much memory or only provide inferior runtimes. Some of the most notable ECC
implementations are [5, 12, 22, 23, 33, 39]. Unfortunately, there have been too few
practical evaluations of those state-of-the-art hardware implementations. Espe-
cially the design of Lee et al [23] raised our interest. They use a digit-serial
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multiplier with a López and Dahab-like [24] Montgomery Ladder. Further we
assume that the design-under-attack performs in constant key-independent run-
time, utilizes Randomized Projective Coordinates [9] (RPC), and use the pri-
vate scalar only once (as it is done for ECDSA signatures and Diffie-Hellman
key exchanges). Therefore we have very strong assumptions regarding the ac-
tual implementation under investigation and many of the related power analysis
techniques [7, 10, 17, 20, 21, 26] simply cannot be mounted.

Our contribution. In this paper, we successfully perform simple and
correlation-based power analysis attacks on a protected ECC hardware imple-
mentation using only a single power trace. The investigated hardware design
utilizes a López and Dahab Montgomery ladder, RPC, ephemeral secret keys, a
digit-serial binary field multiplier, and performs in constant runtime. We show
the practicability of our attacks using simulated and FPGA-measured power
traces. The correlation based attack shows how the hamming distance of con-
secutive key bits can be used to recover the secret scalar. Additionally, we thor-
oughly analyze the power consumption of bit-serial and digit-serial binary field
multiplier. We are able to recover one of the processed operands and discuss how
to utilize this information to perform more advanced attacks.

The paper is structured as follows: Section 2 discusses related work. Sec-
tions 3–5 elaborate the design under attack, some attack-related prerequisites,
and the basic setup for conducting the attacks, respectively. In Section 6 we
assure that there is no key-dependent leakage. Section 7 discusses the correla-
tion of consecutive rounds and Section 8 discusses the recovery of intermediate
values. Section 9 concludes the paper.

2 Related Work

There exist many papers that describe hardware implementations of ECC. Most
of them make use of digit-serial multipliers over GF (2m), see for example [1, 4, 5,
11, 14, 23, 30]. The reason for that choice lies in several facts. First, binary-field
multipliers significantly improve the performance of ECC since they avoid carry-
propagation as opposed to prime-field based implementations. Second, since they
are based on binary polynomials, they can be efficiently implemented in hard-
ware which makes them especially attractive for embedded systems and low-area
designs. Therefore, they are commonly used and applied in real-world applica-
tions such as contactless smart cards, RFIDs, or Java Cards [1, 6, 29].

In view of side-channel attacks, there exist many papers that discuss attacks
and countermeasures on ECC, for example presented in [8, 9, 13, 18, 27, 31, 32,
36, 37]. Most of the work exploits the weakness of different scalar-multiplication
algorithms such as double-and-add which allows to perform SPA attacks in order
to distinguish between a single double or add operation.

Most notable is the work of Walter [36], who attacked RSA using only a
single trace. In a sliding-window RSA multiplication, he correlates the prepro-
cessing step with the per-bit multiplication. He notes that such an attack can
even work using a single power trace. The attack on the RSA modular exponen-
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tiation by Wittemann et al. [38] can be performed even in the presence of the
message blinding and the multiply always countermeasures. They take advan-
tage of the fact that multiplications followed by squarings share operands in a
key-dependent manner. In order to extract the bits of the secret exponent one
power measurement recorded during the exponentiation is sufficient. In 2010,
Clavier et al. [8] introduced the terms vertical and horizontal power analysis.
While a vertical power analysis attacks the same time sample on many curves,
a horizontal power analysis correlates parts of a single power trace. They per-
formed a horizontal correlation analysis on RSA and similar to Amiel et al. [3]
distinguished multiplication from squaring operations. Also in 2010, Homma et
al. [18] generated collisions between squaring operations by recording only two
power traces.

While those attacks work on the group structure of RSA and ECC, there
exist only a few papers that demonstrate the susceptibility of underlying finite-
field arithmetics. In 2006, Akishita et al. [2] demonstrated an attack on ECC by
measuring the difference of modular multiplication and squaring. Since they per-
formed attacks targeting ECC-field operations instead of ECC-group operations,
their attack is applicable to countermeasures such as unified-addition formulae or
SPA-resistant algorithms like the Montgomery-powering ladder. Recently, Pan
et al. [34] presented a correlation power-analysis (CPA) attack on a digit-serial
multiplier. They targeted the output register of the multiplier and successfully
extracted intermediate values from an FPGA implementation. However, since
they applied a CPA attack using 1,000 traces, their attack cannot be applied on
ECC implementations that use random scalars.

In the following, we present a power-analysis attack that extracts the secret
scalar from an ECC implementation consisting of a Montgomery ladder and RPC
using only one single power trace. The attack can therefore be even applied
to reveal ephemeral keys such as used in the Elliptic Curve Digital Signature
Algorithm (ECDSA) or in Elliptic Curve Diffie Hellman (ECDH) protocols.

3 Design Under Attack

In the following, the ECC implementation used for the conducted experiments is
presented. The objective of the implementation is to provide resistance against
side-channel attacks as well as being flexible in size and runtime. The SCA
resistance is achieved by using a constant-runtime Montgomery ladder with ran-
domized projective coordinates and the flexibility in size and runtime is achieved
by using a digit-serial multiplier.

3.1 Chosen Top-Level Algorithms

Under the consideration and investigation of related work on timing, power-
analysis, and fault attacks applicable on elliptic curve cryptography, we decided
to use a left-to-right Montgomery ladder for EC point multiplications Q ←
k×P . The key-independent structure of the Montgomery ladder provides a good
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foundation against many side-channel attacks. In order to be independent of the
most significant bits of the scalar k, the order of the elliptic curve is added to k.
Additionally by randomizing the projective coordinates of the base-point, most
attacks become infeasible. So a combination of a constant-runtime Montgomery
ladder with randomized projective coordinates provides strong resistance against
most side-channel attacks1.

3.2 Hardware Design

Similar to Lee et al. [23], our hardware is specially optimized for binary extension
fields using the NIST [28] standardized elliptic curve B-163. The hardware design
comes with a two-port 163-bit memory, a 163-bit adder, and an MSB-first digit-
serial multiplier. In order to save chip area, no dedicated hardware squaring unit
is used. For point multiplication we use the formulas by López and Dahab [24]
(see Appendix A).

3.3 Digit-Serial Multiplier

Most critical for the size of the hardware design, the runtime of the design and
the following attacks is the multiplier used in the design. In the following we
give a brief introduction to digit-serial multipliers, which are used in our design.

The term “digit serial” indicates that only a limited number of digits d of
operand OpB are processed in each clock cycle. In the special case of d = 1, the
multiplication approach is also known as bit-serial multiplication approach. A
useful property of the digit-serial multiplication approach is that it can be sped
up by increasing the digit size d. Thus, the designer can easily change the design
to meet the desired area and runtime constraints.

Digit-serial multipliers are used to calculate the product C ← OpA × OpB,
where N bits are required to represent OpA, OpB and C. In the remainder of
this paper, we use the notation OpBi to index a single digit with index i, with
0 ≤ i < dN/de and dN/de−1 indexing the most significant digit. Figure 1 shows
two approaches for bit-serial multiplications (d = 1) using a fixed reduction
polynomial (cf. [15]). Either the most significant bit (MSB) is processed first
(shown on the left) or the least significant bit (LSB) is processed first (shown
on the right). Since for the LSB-first multiplier, two registers (ai and ci) are
modified in each cycle, we concentrate on the MSB-first multiplier. The single
active (working) register C (respectively ci) is shifted by d digits to the left
and is implicitly reduced using a fixed reduction polynomial. Additionally, OpA
(resp. ai) is multiplied with OpBi using a simple AND gate. The product of
the multiplication is then added to the (by d bits) shifted and reduced work
register. After dN/de cycles, the product (C ← OpA × OpB) of the finite-field
multiplication is stored in register C.

1 Note that we are aware of fault attacks, but those type of attacks are not subject of
this paper.
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Fig. 1. Finite-field multiplier with fixed reduction polynomial f(z) = z5 + z2 + 1.

This multiplication approach can be applied to binary-extension fields as
well as prime fields. For prime fields, the XOR-gates have to be replaced with
full adders. Thus digit-serial multipliers can be used for RSA as well as Elliptic
Curve Cryptography.

4 Attack Prerequisites

In order to perform the attacks presented in the following sections, the design
has to fulfill some prerequisites which are discussed here.

4.1 Constant Runtime Scalar Multiplication

After recording one power trace while the device under attack performs the
scalar multiplication a post-processing step is necessary. The trace T is split in
|k| traces after removing the initialization (tinit) and final y-recovery phases.
Here we take advantage of the fact that all round transformations have an equal
runtime. For simplification purposes we assume that |k| = N . Sub-traces Ri =
T (tinit+tround(N−1−i) . . . tinit+tround(N−i)) represent a López-Dahab double-
and-add round operation of the secret scalar ki, with i = [0, N − 1]. According
to our notation kN−1 represents the MSB and k0 the LSB of k. One method to
identify the length of one round (tround) is to perform a cross correlation on the
trace T . The result of the cross correlation shows significant, equidistant peaks.
The distance corresponds to tround. In the following Ri(o, o+w) denotes a part
of the trace of round i with an offset o from the beginning and a length of w
samples.

Figure 2 shows a comparison of the simulated and measured power consump-
tion with d = 1. For the figures the traces R0 . . . RN−1 are plotted overlayed.
Apparently both traces show identical characteristics. The left half of the traces
(cycles 995-1150) shows a multiplication of pseudo-random OpA with pseudo-
random OpB. In the right half (cycles 1150-1320) OpB has been kept unchanged
during the N round transformations. In fact a multiplication with the constant
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Fig. 2. Comparison of simulated traces (on the left) and traces recorded on the FPGA
(on the right).

c = b2
m−1

mod f(z) which is used within the López-Dahab formula [24] is
performed in this interval. This unchanged operand leads to a similar power
consumption in this interval for all round transformations.

4.2 Leakage of the Digit-Serial Multiplier

With the field multiplication being the most time-consuming part of an EC
point multiplication and the digit-serial multiplier being the most active part
of the circuit, the side-channel vulnerability is highly dependent on the power-
consumption of a digit-serial multiplier.

The main source of leakage within the digit-serial multiplier lies within the
multiplication of the full word OpA with a single digit OpBi. In a first model
(which was wrong) we theorized that there will be a higher power consumption
when OpBi = 1 (with d = 1) and a lower power consumption with OpBi = 0.
Such a power model may be true for a logic style such as Transistor-Transistor-
Logic (TTL), but for a CMOS process our power model had to be refined. In
CMOS, the power consumption does not depend on the current state of a signal,
but on the transition from the previous state to the next state. So the power con-
sumption is related to the Hamming distance of two consecutive values of OpBi.
Let w(·) denote the Hamming weight and hd(·, ·) denote the Hamming distance.
Experiments showed that the higher the Hamming distance hd(OpBi, OpBi+1),
the higher is the power consumption of the circuit. Let hd(OpB) be a vector
with all hd(OpBi) and hd(OpBi) be a short form for hd(OpBi, OpBi+1).

Before we discuss the impact of the digit-serial multiplier on the side-channel
leakage in Section 8 in detail, we must elaborate our basic side-channel analysis
approach and related assumptions.

5 Setup for Conducting the Attacks

Two approaches to record the required power trace for the performed attacks are
used. On the one hand the power traces are generated using a simulation of the
implementation. On the other hand the design was implemented on an FPGA
and the power consumption was measured using an oscilloscope. The achieved
results were compared and prove the correctness of the attack assumptions.
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5.1 Simulator Toolchain

A simulator toolchain was used in order to enable an attack on the ECC imple-
mentation in a noise-free environment. This toolchain consists of four elements:
Cadence RTL Compiler v08.10 was used to synthesize the VHDL code to UMC
L-130 logic gates; Cadence First Encounter v08.10 was used to place and route
the design; NCSim v08.20 was used to simulate the routed design and generate
a value-change-dump (VCD) file; and a VCD analyzer was used to generate sim-
ulated power traces from the VCD file by applying a toggle-counting technique.
By accumulating all toggles within a clock cycle, the resulting trace contained
one data value per clock cycle. As shown in Kirschbaum et al. [19], simulated
power traces derived from toggle counts are well comparable to SPICE power
simulations as well as to real power measurements of an integrated circuit.

5.2 FPGA Measurement Setup

We furthermore synthesized the design (with d = 1) on an FPGA. This step
enables us to record the power consumption during the targeted point multipli-
cation performed on a real-world device. As FPGA a Virtex-II Pro xc2vp7 was
used which is part of the SASEBO [35] side-channel evaluation board. As the de-
velopment environment, Xilinx 10.1.03 was used. For recording the power traces
we have used a LeCroy WP725Zi oscilloscope with a sampling rate of 2.5 GS/s
and operate the device under test at a clock rate of 25 MHz. Our first measure-
ments showed that for the attacks an accurate clock frequency is beneficial in
order to avoid the introduction of noise due to clock jitter. Using an off-the-shelf
quartz increases the effort for the attack as additional postprocessing steps on the
recorded trace are required. In particular, a fixed number of samples per clock
period is required for the attack, that means the ratio between the sampling rate
and the clock rate must be integer. If this is not the case an upsampling of the
recorded trace is required in order to achieve this ratio. To circumvent this we
used an Agilent 33250A signal generator as external clock source. Further the
complete point multiplication must be finished before the used oscilloscope runs
out of “input buffer”. Our LeCroy WP725Zi oscilloscope is capable of storing 64
million samples per trace.

In order to decrease the calculation and memory effort we performed a down-
sampling step on the recorded trace. In this preprocessing step, all the sample
points within one clock period of the device were summed up. Once again, we
want to emphasize that the following attacks work using only a single power
trace of the scalar multiplication.

6 Assuring Side-Channel Resistance

In order to make sure that our implementation has no key dependent leakage, we
performed a basic difference-of-means analysis with a known scalar. By redesign-
ing the hardware, all sources of leakage were eliminated. The difference-of-means
trace in Figure 3 shows the leakage of a preliminary version of our hardware de-
sign under investigation.
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Fig. 3. Difference-of-means of a simulated power trace.

Theory. To launch a difference-of-means attack (cf. [25]), all key-dependent
round traces are categorized according to ki. Next, the average avg(Ri|ki,∀i)
and the difference of the means in the respectable categories avg(Ri|ki=0,∀i) −
avg(Ri|ki=1,∀i) are calculated. By investigation of the resulting plot it is possible
to find key-dependent operations in the trace.

Practical Results. A difference-of-means calculation was performed using the
subtraces Ri extracted from a single measured power trace from an early FPGA
implementation and is depicted in Figure 3. The operations at clock cycles with
a high difference show some key-dependent behavior. The higher the difference
is, the easier it is for an attacker to find the key-dependent parts. This results
allow a designer to identify key-dependent operations and improve the design.
In our special case we found that at clock cycle 1160, the access to the data
memory was dependent on the key bit ki. For all subsequent experiments this
error was obviously fixed.

We redesigned our hardware implementation until the most significant peaks of
the difference-of-means analysis vanished. Therefore we covered the basics and
assured the significance of the following power analysis attacks.

7 Correlation of Consecutive Rounds

The assumption is that in consecutive rounds Ri and Ri−1 similarities dependent
on the processed bits ki and ki−1 can be found. This holds for our implementation
using the formulas of López and Dahab (cf. Appendix A) for point multiplication
but is also applicable to other algorithms.
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Fig. 4. Euclidean distance traces.

Theory. In this scenario we focus on finding similarities in the power traces
Ri and Ri−1 of two consecutive rounds. Once again it has to be mentioned that
these power traces are subtraces of equal length of one power trace recorded dur-
ing the point multiplication. The idea behind this approach is that the power
profile of a digit-serial multiplication is mostly dependent on OpB. If the same
operand OpB has been used in two consecutive rounds similarities can be found.
Witteman et al. [38] have used a similar assumption in their attack on the RSA
modular exponentiation. They take advantage of the fact that the square-and-
multiply-always algorithm reuses operands in a key-dependent manner. As sim-
ilarity measure we have tried the correlation coefficient as well as the Euclidean
distance. Both approaches lead to comparable results with runtime advantages
for the Euclidean distance. Equation 1 shows how to calculate the Euclidean
distance of two consecutive rounds with offset oi, oi−1 respectively and a win-
dow size w. In Equation 2, the formula to generate the distance matrix for the
rounds i and i− 1 with the given limits for j and l can be found.

d(Ri, Ri−1)|oi,oi−1 = ||Ri(oi, oi + w), Ri−1(oi−1, oi−1 + w)|| (1)

Distjl (Ri, Ri−1) = d(Ri, Ri−1)|j,l (2)

|k| ≥ i ≥ 1; 0 ≤ j ≤ tround − w; 0 ≤ l ≤ tround − w;

Practical Results. Figure 4 shows the results of a windowed correlation of two
consecutive rounds with a window size w = 163 using the traces recorded from
the FPGA. The length of the subtraces Ri is 1796 samples. Small Euclidean
distances are indicators for similar intermediate values. Those traces with small
Euclidean distances have been highlighted. Two cases are distinguishable in Fig-
ure 4. In the first case (e.g., between rounds 160 and 159) three locations with
a small Euclidean distance can be identified. In the second case (e.g., between
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Fig. 5. Influence of noise on the noise margin.

rounds 161 and 160) only one location with a small Euclidean distance can be
identified. By investigating the formulas of López and Dahab [24], we identified

the peak around offset 1150 as OpB = c = b2
m−1

mod f(z). This single peak ap-
pears in all correlation figures at the same position. The other two peaks appear,
when the Hamming distance hd(ki, ki−1) = 1. In other words: the peaks appear,
when the key bit ki is different from ki−1. In such a case one operand OpB from
round i is used again (unchanged) in round i− 1. For a better understanding of
the underlying problem, we attached the used formulas in Appendix A.

We also performed the same attack on the simulated traces and achieved
comparable results. As the simulated traces do not contain measurement noise,
the minimum Euclidean distances are even smaller. The presented attack worked
for d = 1, d = 2, and d = 4 (used window sizes: w = 163, w = 82, and w = 41
respectively).

In order to visualize the influence of noise (e.g. introduced by the measure-
ment environment or active noise countermeasures), simulated gaussian noise
with different power levels has been added to the simulated as well as the mea-
sured trace. Figure 5 shows the normalized noise margin as a function of the
signal to noise ratio SNR. The SNR has been calculated according to Equa-
tion 3. The evolution of the noise margin for simulation and FPGA experiment
is similar, only the value of the SNR where the noise margin comes below zero
is different. For the FPGA experiment the noise margin comes below zero at
-24 dB and for the simulation at -43 dB. The difference can be explained by the
fact that the trace recorded with the FPGA already contains some noise. The
trace extracted using the simulation on the other hand can be seen as noise free.

SNR = 20 · log
Ueff,Signal

Ueff,Noise
(3)
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Fig. 6. Simulated power profiles for different d in the presence of glitches.

8 Revealing Intermediate Operands

In this section, we want to uniquely identify the intermediate finite-field polyno-
mials used as operand OpB and discuss some more advanced attack scenarios.
For a better understanding of the associated challenges, let us first investigate
practical simulations.

Assumptions & Transferability. For this scenario we need to assume that a
digit-serial multiplier is used. It is applicable to all designs based on digit-serial
multipliers.

Practical Results. Figure 6 shows simulated toggle counts for |k| overlayed
N -bit multiplications. Using reference simulations, we marked the different Ham-
ming distances hd(OpBi) with respective symbols. The following three charac-
teristics are eye-catching: The different Hamming distances are distinguishable.
The larger the digit size d is, the less distinguishable are the different levels of
power consumption. And the more glitches occur on OpBi, the less separable
are those power levels. In our hardware design, we used an N -bit wide 5:1 mul-
tiplexer and a N :d multiplexer to select OpBi. The resulting glitches are clearly
visible in the lower row of Figure 6. The upper row is the result of a d bit reg-
ister being added after the multiplexers to suppress those glitches2. Also if the
multiplexers are replaced by shift registers, there are virtually no glitches.

Interestingly, in the case of d = 1, glitches only occurred in a 1 → 1 tran-
sition. Obviously, the AOI-gates used in our design suppress glitches in 0 → 0
transitions.
2 For high-performance ECC implementations those registers are necessary in order

to achieve the desired timings.
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Table 1. Average number of solutions for OpB assuming hd(OpB) is given.

Parameter N = 163 N = 256

d = 1 21 = 21 21 = 21

d = 2 2220.5×81 = 242.5 2220.5×127 = 265.5

d = 3 2330.75×54 = 267.2 2330.75×85 = 2104

d = 4 2440.5×4060.375×40 = 282.8 2440.5×6360.375×63 = 2128.1

Identifying the Intermediates. At this point, the attacker wants to identify
the intermediate values processed during the field multiplications by using the
given power traces. The identification of the operand(s) OpBi has to be done in
two phases:

At first, the leaking Hamming distances in the power trace have to be classi-
fied. By overlaying all |k| rounds, as it has been done in Figure 6, it is possible
to distinguish clusters of different Hamming distances. This classification can
for instance be performed using a k-means algorithm [16]. We performed this
classification on our simulated power traces and were able to detect the correct
Hamming distances with the following error rates: 0.33% for d = 1 without and
with glitches, 4.13% for d = 2 without glitches, 9.31% for d = 2 with glitches,
4.96% for d = 4 without glitches and 9.04% for d = 4 with glitches.

During the second phase, we used the Hamming distances hd(OpB) to iter-
ate through all possible solutions. Several possible solutions for OpB result in
the same hd(OpB). Equation 4 gives an average number of possible solutions
Nsolutions in dependence of N and d, when hd(OpB) is given. #(hd = h) is the
number of possible solutions for a fixed Hamming distance h and p(hd = h) is the
probability of the Hamming distance h. Since it is necessary to guess OpBMSB ,
2d is a multiplicand factor within the equation. Table 1 gives exemplary numbers
for N = 163, N = 256, and d = 1...4.

Nsolutions = 2d ·

(
d∏

h=0

#(hd = h)p(hd=h)

)dNd e−1

(4)

The following short example should clarify the problematic: When d = 2,
hd(OpBi, OpBi+1) is either 0, 1, or 2. Whereas hd = 0 and hd = 2 uniquely map
OpBi to a single OpBi+1, hd = 1 does not. Let us assume OpBi = 00b. Then
there are two solutions hd(00b, 01b) = hd(00b, 10b) = 1. With our power model3,
those two solutions cannot be distinguished in the power trace. In average there
are 242.5 possible solutions (cf. Table 1) for d = 2 and N = 163. Using brute-
force, breaking 242.5 is practicable.

Other exemplary cases such as d > 2 orN = 256 are theoretically possible but
impractical. However Table 1 depicts an average case. In practice the number
of possibilities Nsolutions for a certain OpB depends on hw(OpB). Hence, it
is clever to only attack OpB with a small search space. An approximation of
the necessary runtime can be performed in constant time. Furthermore we are

3 Note that this might be possible using more advanced power models.
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confident that by investigating the different arrival times of single bits in OpBi

and by using more detailed timing information, our leakage model can be refined.
For many practical implementations without point randomization, finding

those intermediate values would be sufficient. However, in the context of this
paper (with point randomization) finding the intermediate values is only a prepa-
rational step for the following attack scenarios.

8.1 Correlate with an Arithmetic Combination of Intermediates.

In Section 7, a direct correlation of the power trace on two consecutive rounds
was performed. By changing the order of the operands of the multiplication this
attack can be prevented. In many cases there is still a link between consecu-
tive rounds when the result of an arithmetical combination of several operands
OpB1, OpB2, . . . in round i is used as operand in round i+ 1. If the arithmetical
combination f(·) as well as a set of operands OpB1, OpB2, . . . for round i is
known, a set of used operands F = f(OpB1, OpB2, . . .) for round i + 1 can be
calculated. Feeding f(·) with every possible combination of OpB1, OpB2, . . . and
performing the correlation d(hd(F ), Ri−1) the size of the possible key candidates
can be decreased. The complexity of this attack highly depends on the number
of operands NOpB used as arguments for f(·) as well as on d. NOpB as well as d
have an influence on the number of possible results for F . If e.g. f(·) is a squaring
function (NOpB = 1) and d ≤ 2 the attack can be performed within acceptable
bounds. Furthermore it has to be considered that if some bits in F are wrong
there might still be a significant peak in the correlation plot, so there is no need
to find the exact value of F . This fact also decreases the attack complexity.

8.2 Attack Several Intermediates Simultaneously.

An enhancement of the previous scenario is to attack (OpB1, OpB2, . . .) as well
as F = f(OpB1, OpB2, . . .) simultaneously. Let us assume the Hamming dis-
tances of F and OpB1, OpB2, . . . are known, so only a limited number of combi-
nations for F and OpB1, OpB2, . . . fulfill the equation F = f(OpB1, OpB2, . . .).
Although we did not test it, we are confident that by attacking different inter-
mediates simultaneously the search space Nsolutions can be reduced by a certain
degree.

8.3 Find the x-Coordinate.

If an attacker can reveal the exact values for Xi (projective X coordinate in
round i) and Zi, she can calculate the x-coordinate of the currently processed
point. Even if Xi and Zi have been randomized and multiplied with a random
λ this attack works. In the case of Xr = Xi · λ and Zr = Zi · λ,

xi = Xr · Z−1
r = (λXi) · (λZi)

−1 = X · Z−1 (5)

can be recovered. Assuming a scalar multiplication Q = k × P is performed,
small multiples of P can be precalculated and compared with xi which is revealed
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in each round. Thus step by step all bits of k can be revealed. Even if there is an
error in round i and xi cannot be matched, xi+1 can be used to identify more
key bits at once.

8.4 Undo the Projective Coordinate Randomization.

In order to perform a projective coordinate randomization, each coordinate is
multiplied with a random number λ. For that operation usually the same finite-
field multiplier is used as the finite-field multiplier used during a point multipli-
cation. So in the case of Xr = X · λ and λ is used as OpB, the randomization
factor can be found. By knowing λ many attack scenarios on a device doing a
point multiplication become feasible.

9 Conclusion

Nowadays the community knows that no implementation is believed to be secure
as long as it has not been attacked and investigated in sufficient detail. In this
paper, we attacked a protected ECC implementation by using only a single
power trace. So even the popularly used ECDSA and the Diffie-Hellman key
exchange algorithms are vulnerable. The corollary one should take away from
this paper is that a designer must not only consider a simple difference-of-means
attack but also be aware of more advanced and unexpected attack scenarios
such as the here shown custom correlation attack or the attack on all processed
intermediate values. But how should any designer be aware of future, currently
unknown attacks?
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A Used Double-And-Add Formula

In this paper we used a slight modification of the Montgomery Ladder by López
and Dahab. Algorithm 1 shows three iterations of the used double-and-add algo-
rithm for three consecutive key bits. The modification from the original formula
can be found in line 6. Here we swapped the order of x and Z1, which is allowed
according to the law of commutativity. During the first two iterations (left and
middle column), an identical key bit is handled. So there is only a correlation
when the constant c is used. During the second and third iteration, in which the
key bit differs, Z1 is used multiple times. Consequently in Figure 4 three easily
distinguishable peaks occur. A correlation of c and Z1 can be observed.

Algorithm 1 López and Dahab round operations with key bits (0-0-1).

Ensure: P ′1 ← P1 + P2.
Ensure: P ′2 ← 2 · P2.

Point Addition
1: X1 ← X1 · Z2

2: Z1 ← Z1 ·X2

3: T1 ← X1 · Z1

4: Z1 ← Z1 + X1

5: Z1 ← Z1 · Z1

6: X1 ← x · Z1

7: X1 ← X1 + T1

Point Doubling
8: X2 ← X2 ·X2

9: Z2 ← Z2 · Z2

10: T1 ← Z2 · c
11: Z2 ← Z2 ·X2

12: T1 ← T1 · T1

13: X2 ← X2 ·X2

14: X2 ← X2 + T1

Ensure: P ′1 ← P1 + P2.
Ensure: P ′2 ← 2 · P2.

Point Addition
1: X1 ← X1 · Z2

2: Z1 ← Z1 ·X2

3: T1 ← X1 · Z1

4: Z1 ← Z1 + X1

5: Z1 ← Z1 · Z1

6: X1 ← x · Z1

7: X1 ← X1 + T1

Point Doubling
8: X2 ← X2 ·X2

9: Z2 ← Z2 · Z2

10: T1 ← Z2 · c
11: Z2 ← Z2 ·X2

12: T1 ← T1 · T1

13: X2 ← X2 ·X2

14: X2 ← X2 + T1

Ensure: P ′2 ← P2 + P1.
Ensure: P ′1 ← 2 · P1.

Point Addition
1: X2 ← X2 · Z1

2: Z2 ← Z2 ·X1

3: T1 ← X2 · Z2

4: Z2 ← Z2 + X2

5: Z2 ← Z2 · Z2

6: X2 ← x · Z2

7: X2 ← X2 + T1

Point Doubling
8: X1 ← X1 ·X1

9: Z1 ← Z1 · Z1

10: T1 ← Z1 · c
11: Z1 ← Z1 ·X1

12: T1 ← T1 · T1

13: X1 ← X1 ·X1

14: X1 ← X1 + T1


