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Abstract
The air/ground voice communication between air traffic controller and aircraft does not provide any means of
automatic speaker identification and is therefore susceptible to call sign confusion and originator ambiguity. In the
near future the analogue VHF radio will not disappear from avionic communications. With an add-on to the analogue
radio it is possible to automatically detect the originator of a voice message. Watermarking allows the embedding of
an identification into the voice signal. The tag is ideally not audible to the human listener, but is for an electronic
system clearly detectable. Requirements on the system are driven by functionality and deployment constraints.
The reviewed in-band modem system is in our opinion not fully compatible to the legacy radio infrastructure. The
spread spectrum watermarking approach shows room for improvements in functionality and capacity. With informed
embedding and known host state algorithms a new trend in watermarking promises large capacity increases.
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1 Introduction

Since its beginnings air traffic control has relied on
the voice communication between aircraft pilots and
air traffic control operators. The avionic radio is the
main tool of the controller for giving flight instruc-
tions and clearances to the pilot, where several people
use the same radio channel. This is usually called a
"party-line", used by the air traffic controller and the
aircrafts in the corresponding flight sector.

In order to establish meaningful communication in
this environment, it has to be clear who is talking
(the addresser, sender, originator) and to whom the
current message is addressed to (the addressee, recip-
ient, acceptor).

The correct identification of addresser and ad-
dressee is crucial for a safe communication. If the
identification (the radio call-sign) is not understood
by the addressee, the entire message is declared void
and has to be repeated. This creates additional work-
load for controllers and pilots. If a call-sign is misun-
derstood, a controller will possibly connect the given
information with the wrong aircraft, or a pilot will fol-
low an instruction that was not meant for him. This

"mis-identification" is most likely to happen when air-
craft with similar call-signs are present at the same
channel, and either of addresser or addressee mistakes
the two call-signs. This potential risk is usually re-
ferred to as call-sign confusion.

In order to address these safety-critical problems,
we see a clear need for a system which automatically
identifies and displays the addresser, the originator of
the message.

The advantages would be two-fold [16]. In terms
of safety, the controller would get a confirmation for
the call-sign of the sender (the aircraft), even in cases
where the call-sign was said incompletely or not un-
derstandable. In terms of security, the aircraft pilot
could reassure that a given instruction was indeed is-
sued by the authorised air traffic controller and not
by any spurious third party. In the same way the con-
troller can assure the lawful identity of the current
speaker.

An example of a similar system is the Radio Data
System (RDS) for FM broadcast radio in the con-
sumer market. It shows the name of the radio sta-
tion once the user has selected the channel. In other



words, besides the audio signal the transmitter trans-
mits some additional digital data which is displayed
at the receiver device. This is indeed the same prin-
ciple as required for the above authentication system.

Although serving the same purpose, the technology
is not directly transferable to the avionic air-ground
communication, as several restrictions have to be con-
sidered.

2 System Specifications

Developing an application for the aviation domain im-
plies some special peculiarities and puts several con-
straints on the intended system. From the above scen-
ario we can derive a list of requirements which such an
authentication system has to fulfil. The user-driven
requirements specify the functions and features that
are necessary for the users of the system. At the
same time various aspects have to be considered to
enable the deployment of the system within the cur-
rent framework of avionic communications.

2.1 Deployment-Driven Requirements

Rapid Deployment First and foremost the develop-
ment should keep a rapid implementation and a short
time to operational use in mind. The basic approach
is to improve the current communication system, as
call-sign confusion and ambiguity is currently an un-
resolved issue and will become even more problematic
as air traffic increases. Even though a long-term solu-
tion for avionic air-ground communication will prob-
ably lie outside the scope of analogue voice radio, ana-
logue radio will continue to be used worldwide for
many years to come.

Legacy System Compliance The system has to be
backward compatible to the legacy avionic radio sys-
tem currently in use. Changing to a completely new
radio technology would have many benefits. However,
it is very difficult to obtain a seamless transition to
a new system. Neither is it possible to change all air-
craft and ground equipment from one day to another,
nor is it trivial to enforce deployment of new technolo-
gies among all participants. Co-existence among old
and new systems is necessary and they should ideally
complement each other.

Bandwidth Efficiency Ideally the system should
not create any additional demands on frequency band-
width. Especially in Europe there is already now
a severe lack of frequency bandwidth in the prefer-
able VHF band, with the future demand only increas-
ing. Just recently this led to the reduction of the fre-
quency spacing between two adjacent VHF channels
from 25 kHz to 8.33 kHz, but this being just a tem-
porary relief. That is, a system that operates within
the existing communication channels would be highly
preferable.

Minimal Aircraft Modifications Changes to the cer-
tified aircraft equipment should be avoided as much
as possible. Every new or modified piece of equip-
ment, might it be a different radio transceiver or a
connection to the aircraft data bus, entails a long
and costly certification process. Through minimising
the changes to on-board equipment and maintaining
low complexity, the certification process can be highly
simplified.

Cost Efficiency Finally, the total costs of necessary
on-board equipment should be kept as low as pos-
sible. Not only that there are much higher numbers
of airborne than ground systems, but as well most
of the ground radio stations are operated by the air
traffic authorities, which are generally much less cost-
sensitive than airlines. Therefore the development
process should, wherever possible, shift costs from on-
board to ground systems.

2.2 User-Driven Requirements

Perceptual Quality As we will see in section 3, all
suggested technologies affect the perceptual quality
of the speech transmission. A too severe degradation
of the sound quality would not be accepted by both
the certification authorities and the intended users,
and for example becoming annoying to the air traffic
controllers. Ideally the participants of the communic-
ation should not notice the presence of the system.
For this reason the perceptual distortion should be
clearly minimised.

Data Rate In order to serve the purpose of provid-
ing identification of the addresser, it is necessary to
transmit a certain amount of data. This might be



the aircraft’s tail number or the 27 bit Data Link Ser-
vice Address for aircraft and ground stations used in
the context of Controller Pilot Data Link Communic-
ation (CPDLC). A GPS position report, which would
be advantageous in various scenarios, requires approx-
imately 50 bit of payload data. Altogether a data rate
of 100 bit/s is desired, leaving some room for potential
extensions.

Real-Time Availability The identification of the ad-
dresser has to be detected immediately at the be-
ginning of the voice message. If the identification
would display only after the voice message, this would
be of little use to the air traffic controller, as he is
then already occupied with another task. The data
transmission should be completed before the call-sign
is completely enunciated, ideally in less than one
second.

Error Rate Robustness is a basic requirement. An
unreliable system would not be accepted by the users.
Two types of errors are possible. On the one hand, the
system can fail to announce the addresser altogether,
and although this not safety critical, too frequent oc-
currence would lead to user’s frustration. On the
other hand the announcement of a wrong addresser
can compromise safety. Therefore it is indispensable
to assure robust transmission and to verify the data’s
validity.

Maintaining Established Procedures Due to the
strong focus on safety, the organisation and work-flow
in commercial aviation and e. g. air traffic control is
highly based on procedures, some of them already
in place for decades. As a consequence, whenever
changes to the procedures are proposed, there is al-
ways a thorough and time-demanding review and eval-
uation process. For a rapid deployment it therefore
seems beneficial not to change or replace these pro-
cedures, but only to provide supplementary services.

No User Interaction Taking this a step further, the
system should be completely autonomous and trans-
parent to the user. For the controller the system
should support his work by providing additional in-
formation and by no means add another task. As

well for pilots a need for additional training and ad-
ditional workload is unwanted. Therefore the system
should work without any human intervention.

3 Data Embedding Techniques

Electronic Watermarking in its most general defin-
ition is the technique of embedding some informa-
tion, often called "the watermark", into a host signal
without noticeably modifying the host signal. This
process is equivalently often referred to as "Informa-
tion Embedding" or "Data Hiding". Early systems
existed already more than 50 years ago [7].

3.1 Watermarking Model

Figure 1 shows the general outline of a blind water-
marking system. Blind in this context means that the
extractor does not know the original host signal. Al-
though the model does not cover all methods of data
hiding, it represents the most common categories of
watermarking systems. The next sections describe
the elements of the model.

Host Signal The host signal medium that carries
the watermark or in which the watermark is hidden
in can be anything as e. g. paper, images, video, audio
or a datafile. In our case the host signal is an electrical
analogue speech signal.

Watermark Data The watermark is the informa-
tion that is embedded into and transmitted with the
host signal. The actual data of the watermark de-
pends fully on the application. Typical fields of ap-
plications are copy control mechanisms for audio and
video content, transaction tracking in multimedia con-
tent distribution, authentication systems for proof of
ownership (e. g. in the images of a professional pho-
tographer) and the enhancement of legacy systems
(e. g. the embedding of meta-data). Our avionic ap-
plication combines an authentication mechanism for
identification with a legacy system approach for addi-
tional position information.

Channel The channel consists of the elements be-
tween the watermark embedder and the decoder,
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Figure 1: Watermarking model with host-blind detector.

which corresponds to the distribution path of the wa-
termarked signal from the sender to the receiver. For
broadcast monitoring of e. g. advertisement jingles
this would include content producer, CD, radio sta-
tion, radio broadcast and the customer’s receiver. In
our case the channel is the analogue DSB-AM VHF
air/ground voice communication.

Channel Attacks All modifications of the water-
marked signal on its way to the receiver, unintentional
or intentional, are considered in the so-called channel
attacks.

Hostile attacks try to remove or to render the wa-
termark unreadable, e. g. by an adversary who wants
to remove the copy control watermark of a video file.
A large number of types of attacks, such as geometric
attacks, time/frequency scaling, volumetric scaling,
print/scan attacks, re-sampling, signal coding (JPEG,
MPEG, . . . ), and many others are discussed in the
literature (e. g. [9, 18]). All of these attacks share a
common limit: the additional perceptual distortion
that occurs to the host signal cannot exceed a certain
level.

This implies the basic dichotomy of all watermark-
ing efforts: on the one hand, in order to make an
attack difficult, the watermark information should be
closely attached to the perceptually relevant compon-
ents of the signal. On the other hand, to maintain
the fidelity of the host signal, the embedding should
ideally not disturb the same perceptually relevant
parts. Transfered to the above air/ground applica-
tion, this means that as long as the trained listener
is able to understand the voice message, as well the

watermark system should be able to detect the water-
mark.

At the moment we do not consider hostile attacks
in the air/ground identification, in the sense that
an attacker wants to remove the watermark. Be-
side the fact that it is of low interest to him anyway,
removing the watermark and retransmitting a non-
watermarked version of the message in the real-time
broadcast environment is technically difficult for the
attacker.

Hypothetically an attacker has greater interest in
transmitting entirely new (faked) messages which in-
clude a correct watermark information, and could
therefore not be identified as fake by the receiver.
Two strategies to avert these attacks seem possible:
one is to use digital signatures in a cryptographic
sense, as for example based on a public/private key
system. A good introduction to this wide area can
be found in [24]. Another approach could be to in-
clude real-time information into the message which is
not known to the attacker, e. g. the position of the
aircraft, which can be verified on ground by the ATC
authorities through the radar position of the aircraft.
Third, as the system connects the voice messages to
the corresponding aircraft, it opens with automatic
speaker identification a door to detection of (possibly
unauthorised) changes of speakers.

In our view, the main weakness of the current
air/ground communication system with respect to
hostile attacks lies in its vulnerability to jamming of
the commonly used frequencies. A solution to that
problem however is outside the scope of this paper.
Significant research that addresses this problem has



been done in the context of military communications.
In contrast to hostile attacks we have to consider

very well the non-hostile, unintentional attacks that
occur during transmission. They include but are not
limited to channel noise, echoes, amplitude scaling,
channel fading through multi-path propagation and
fast moving transceivers, low-pass filtering, channel
interference, and so forth. A good overview on the
aeronautical transmission channel and its modelling
is provided in [12].

Extracted Watermark The decoder provides an es-
timation of the original watermark data. This is
ideally the correct identification, but can be as well
a wrong identification or no information at all. As
stated in the requirements above, the case of provid-
ing wrong identification has to be avoided by all
means. In practice an error control coding scheme
(ECC) is used to guarantee the validity of the data.

Distorted Signal The receiver does not hear the ori-
ginal host signal, but a distorted or modified version.
This results both from the embedding-induced distor-
tion as described later and the distortion through
channel attacks as described above. Assuming op-
timal embedding algorithms, one can conclude that a
higher embedding-induced distortion allows a higher
watermark data rate, whereas channel-induced distor-
tions decrease the watermark capacity.

Figure of Merits This directly leads to the figure-of-
merits of each watermarking system—capacity, per-
ceptual distortion and robustness. They are mutu-
ally exclusive and limit each other in the sense that
a real implementation cannot perfectly fulfil all three
criteria at the same time. A good trade-off among
them depends on the desired application.

Watermark Embedder and Extractor The water-
mark embedder is the actual device that joins to-
gether the host signal and the watermark into a wa-
termarked signal. For digital images, this could be a
computer program which embeds the watermark data
into the image on the computer’s hard-disk. In our
case this is an electronic device which performs sev-
eral steps: It converts the analogue speech signal to

digital domain. Then an integrated DSP (digital sig-
nal processor) embeds the watermark data according
to a certain embedding algorithm. The watermarked
digital signal is then converted back to analogue
again for transmission. So the embedding-induced
distortion to the host signal not only results from
the embedding algorithm but as well from the neces-
sary AD/DA conversion. Nevertheless, whether the
digital-to-analogue conversion after the watermark
embedding is considered as channel- or embedding-
induced distortion is a matter of perspective.

Historically, one made a distinction between differ-
ent classes of watermarking schemes based on whether
the encoder considers the host signal or not. One
therefore differentiated between host-blind embed-
ding and informed embedding algorithms. For ex-
ample, early spread spectrum algorithms simply ad-
ded the watermark as noise to the host signal, ignor-
ing what the host signal was alike.

Nowadays every advanced embedding algorithm
makes use of the basic properties of the host signal,
e. g. by exploiting its perceptual properties. As a con-
sequence the current literature classifies the existing
watermark algorithms in two categories, depending
on to what extent the encoder makes use of his know-
ledge of the host signal [23, 8]. Whereas the first
group only considers some basic statistics of the wa-
termark, the second group considers the actual state
of the host signal at the moment of embedding. In
the next section we will review some examples for em-
bedding algorithms of both classes, while keeping the
avionic application in mind.

3.2 Known Host Statistics Watermark
Algorithms

Traditionally, known host statistics methods make
only little use of the properties of the host signal.
Nevertheless, they often use statistic properties of the
host signal for design and implementation of the em-
bedding and decoding algorithms and look at the cur-
rent state of the host signal in oder to determine the
maximum allowed perceptual distortion.

3.2.1 In-band Modem

Data In Voice (DiV) is a technique which was de-
veloped with the above avionic application already in



Subject: RFI NNC04PRA002L Response Issue: 1.0

File: NASA_RF1.doc Author: Johannes Prinz
© 2004 Frequentis GmbH Page: 5

 

Voice Spectrum

1 kHz 2 kHz 3 kHz

Band-reject filter

Narrowband in-band signal

Voice spectrum

Figure 2-3 Principle of the In-band Transmission

With DiV, the in-band principle is extended to the air-ground segment. Dedicated DiV sub-
systems are attached to the AF interfaces of the airborne and ground ATC radios. They
process incoming and outgoing voice streams and data messages in order to implement the
narrowband modem link within the voice channel.

The data packet must be available at the input of the transmitting in-band sub-system prior
to the PTT event. As usually, the user presses the PTT key and starts to talk. The in-band
modem data transmission starts slightly delayed with respect to the PTT event to allow for
the stabilisation of the DSB-AM transmitter's RF (Radio Frequency) signal as well as the
receiver's AGC (Automatic Gain Control) loop. The in-band modem operation is limited to the
minimum time (about 1 s) sufficient to transmit a fixed-size data packet. The duration of the
voice session remains controlled by the PTT signal.

At the receiving side, the modem signal is separated from the voice signal. The voice signal
is forwarded to the voice user. The received DiV signal is processed and extracted data are
presented to the data user.

DiV system characteristics:

! DiV data are transferred in a broadcast- rather than a point-to-point manner

! As no data link control mechanism is available, CRC (Cyclic Redundancy Check) and
FEC (Forward Error Correction) are required

! Due to the high overhead – burst synchronisation, CRC, FEC- DiV packets can convey
only limited user payload (~128 bits)

Even with such limitations, the DiV system can significantly increase the safety and security
of the ATC communications and enable completely new services.

Figure 2: Data In Voice system with in-band modem
at 2 kHz.

mind. With a band-reject filter he system removes
some parts of the voice spectrum around 2 kHz and
operates there an in-band modem [25, 15]. A stand-
ard 240 bit/s MSK (Minimum Shift Keying) modem
technique is used, which consumes a frequency band-
width of approximately 300 Hz. Figure 2 illustrates
the principle.

The same frequency band is used in different coun-
tries for remote controlling of the ground based trans-
mitter facilities (with much lower data rates though).
The whole idea is based on the assumption that the
frequencies of the voice spectrum around 2 kHz have
only minor importance for speech intelligibility. In
this way the algorithm makes use of the host signal
statistics.

Nevertheless the embedding distorts the host sig-
nal. It is clearly audible as strong coloured noise
around 2 kHz. As the embedding takes place in the
first second of the transmission, it disturbs an import-
ant part of the message, the announcement of the
call-sign.

As a counter-measure the authors recommend a
notch filter on the receiver side which effectively sup-
presses the data band. The remaining distortion (a
missing frequency band around 2 kHz) is then the
same as in countries where the band is used for trans-
mitter remote control and is therefore acceptable.
Nevertheless, requiring an additional filter in every
receiver participating on the party-line clearly breaks
the above constraint of compatibility with legacy-
systems.

Compared to the methods discussed later, the Data
In Voice technique is lower in development complex-

ity and easy to apply. However we see difficulties
in deployment due to conflicts with existing in-band
transmitter remote control systems and especially the
incompatibility to legacy systems.

3.2.2 Spread Spectrum Techniques

Basic spread spectrum watermarking is a technique
that embeds the watermark as additive pseudo-
random white noise to the host signal. As a classical
host interference non-rejecting method, the host sig-
nal acts as additive interference (additive noise) that
inhibits the decoder’s ability to estimate the water-
mark [2]. Therefore, even in the case of no channel
attacks, the watermark capacity is limited by the host
signal interference. We will see a class of host inter-
ference rejecting methods later in this section.

The Aircraft Identification Tag (AIT) system
presented in [13, 14] is based on direct sequence
spread spectrum watermarking. The encoder adds re-
dundancy to the digital data by an ECC (Error Con-
trol Code) scheme. The coded data is spread over
the available frequency bandwidth by a well-defined
pseudo-noise sequence. The watermark-signal is then
spectrally shaped with an LPC (Linear Predictive
Coding) filter and additively embedded into the di-
gitised speech signal, while exploiting the frequency
masking properties of the human perception.

On the decoder side, a whitening filter on the in-
coming signal compensates for the spectral shaping
in the encoder. For the synchronisation between en-
coder and decoder a special Maximum Length Pseudo
Random Sequence (ML-PRS) is included, which the
decoder detects with a matched filter. The signal is
then de-spread and the watermark data extracted.

Potential Refinements The embedded digital data
opens a window for adaptive channel equalisation, as
we have a known broad band excitation of the trans-
mission channel (e. g. the synchronisation sequence
as "pilot signal") and the channel’s response for the
same signal. This should increase both the perceived
quality of the speech signal for the equipped receiver
and the watermark capacity (data-rate). Some of the
estimated channel parameters from a previous radio
reception could be possibly considered in subsequent
transmissions.



The current version of the AIT system requires
information about the PTT (push-to-talk) switch
status to trigger the embedding of the data [17]. This
implies additional technical effort in terms of cockpit
integration. In order to circumvent this, the water-
mark could as well be embedded continuously into
the voice signal. As long as the data does not change
over time, it is with the same packet size still avail-
able after a maximum of one second. As soon as the
decoder detects the synchronisation sequence, it can
construct a complete data package out of the parts
he received before and after the synchronisation bits.
Therefore the maximum delay can be kept constant
and the technical need of PTT switch status omit-
ted. Additionally, in the generally possible case that
the encoder fails to detect the watermark, with con-
tinuous embedding the decoder can make use of the
several transmissions and combine this knowledge to
possibly still provide the data. Although the identi-
fication would appear later than initially required, a
late answer is preferable over no answer.

Due to the quickly evolving possibilities of distrib-
uting multi media content over the internet and the
content owner’s wish to protect their rights, there is a
steadily increasing commercial interest in watermark-
ing. This is a motor as well for scientific research,
which makes data embedding a currently very act-
ive research topic. It is not surprising therefore that
spread spectrum systems and theories (which hold
for both audio and image) are as well permanently
refined in numerous publications (e.g. [18, 22, 10]).
It is foreseeable that the current AIT application will
be able to benefit from these advancements, too. Es-
pecially on the the decoder-side we see room for im-
provement by applying computationally more expens-
ive but better performing e. g. maximum-likelihood
decoding algorithms, better error correction codes,
considering inter symbol interference, and so forth.

3.3 Known Host State Watermark
Algorithms

In the recent years the research community has recog-
nised that watermarking with blind detection can be
considered as communication with side information at
the transmitter. Cox [8] gives a detailed introduction
to this concept.

A very similar approach by Chen [2] models wa-

termarking as communication over a super channel.
This super channel has a state, the current state of
the host signal, which is made available to the en-
coder. The encoder encodes the watermark signal us-
ing this side information. In other words the encoder
permanently monitors the "state of the channel" (=
the host signal) and adapts the watermark encoding
and embedding accordingly. Since the added water-
mark pattern is a function of the host signal, one
talks about known host state embedding methods. As
a consequence watermarking becomes a communica-
tions problem.

At this point we can benefit from the solid found-
ations of classical communications theory. Assuming
certain circumstances, this allows the analytical de-
rivation of upper bounds for the performance of the
system, as for example the theoretical watermark ca-
pacity. Based on Costa’s "Writing on dirty paper" [6]
and its dirty paper codes, it is shown that the theoret-
ically achievable capacity of an informed watermark
system is independent from the host signal [7, 3, 21].
This holds even for the case that the decoder does not
know the original host signal. It surprisingly turns
out that the watermark capacity is that of the stand-
ard additive white Gaussian noise (AWGN) channel.
Costa derived these results assuming a white Gaus-
sian host signal and an independent and identically
distributed (i.i.d.) AWGN channel. Further results
showed that for watermarking these restrictions can
be relaxed [5].

In contrast to the spread spectrum methods presen-
ted above the embedding can occur with appropriate
coding without any host signal interference and the
available watermark capacity is that of the AWGN
channel. The host signal does not degrade the de-
tection process and one can imagine the host signal
as the "carrier" of the watermark. Nevertheless it is
not trivial to determine the right coding-strategy to
achieve this capacity [19].

3.3.1 Quantisation Index Modulation

Chen and Wornell [2, 3, 4] present a class of water-
marking methods that inherent host interference re-
jection. The two core methods are quantisation index
modulation (QIM) and dither modulation (DM).

They are based on lattice coding. The host signal
amplitude or any other other representation of the
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Figure 3: Quantisation Index Modulation Lattice.
The signal is quantised to the nearest ’o’ or
’x’ depending on the watermark bit. The
robustness is determined by the minimum
distance between any two ’o’ and ’x’.

signal (e. g. the projection of the signal onto a vector
or a transform domain representation) is requantised
to a subset of points on an arbitrary shaped multi-
dimensional quantisation lattice. The subset of quant-
isation points used for a sample is selected depending
on the watermark data.

As illustrated in figure 3, the shape and density of
the lattice has strong influence on the watermarking
process. The number of different subsets determines
the number of different watermark words that can be
embedded and so the data rate. The size and shape
of the cells controls the embedding induced distor-
tion, and the minimum distance between quantisation
points of different subsets reflects the robustness of
the embedding. The decoder simply checks to which
subset of quantisation points the received signal amp-
litude (or the signal representation) belongs to and
has therefore an estimation of the watermark data.

For the most advanced version, quantisation index
modulation with distortion compensation (QIM-DC),
Chen proved that for a Gaussian host signal and an
i.i.d. AWGN channel the algorithm achieves capacity.
Keeping certain assumptions in mind, Chen [2] states
that "... this capacity is about 1/3 bit per second
(bit/s) for every Hertz (Hz) of host signal bandwidth
and every 1 dB drop in received host signal-to-noise
ratio (SNR)." For example, if we assume a channel
bandwidth of 3 kHz and allow an embedding-induced
distortion of the host signal by 6 dB, this leads to a

theoretical watermark capacity of 6000 bit/s.
Certainly, degradations of the signal on the trans-

mission channel can highly reduce this data rate or
even render the watermark unreadable. In our case
the assumption that the host signal and the noise are
statistically independent, does not hold: the channel
embeds echoes (time-delayed amplitude scaled copies
of the source signal), which are inherently statistically
dependent.

Even more, if QIM-DC is applied onto the time do-
main signal, the watermark is not robust against amp-
litude scaling attacks—both a linear and non-linear
amplitude scaling render the watermark unreadable.
This is a problem in our case, as the VHF DSB-AM
channel is a fading channel, i. e. a channel with strong
time-varying amplitude scaling.

3.3.2 Amplitude Scaling Robust Techniques

Amplitude Scaling Estimation The decoder tries
to estimate and subsequently correct the amplitude
scaling that occurred on the channel. Looking at
the histogram of the received data, the quantisation
based watermark embedding process leaves significant
marks there, which allow the estimation of the chan-
nel’s amplitude scaling. Shterev [27] presents a prob-
ability density model of the received data. The model
shows that the probability density function (PDF) of
the received data has characteristic peaks and discon-
tinuities, which allow the extraction of the amplitude
scaling by using Fourier Analysis or Maximum Likeli-
hood estimators.

A reliable decoding of the watermark highly de-
pends on the accuracy of the estimation of the scal-
ing factor. As one needs a rather big number of
samples to build a meaningful histogram, problems
arise when the scaling factor is not constant over the
analysis frame. Additionally, the current estimation
algorithms are known to not work well for non-linear
amplitude scalings.

Amplitude Scaling Robust Encoding A general ap-
proach to face the amplitude scaling problem is the
embedding of the watermark in a signal domain which
is not sensitive to amplitude scaling. For example the
fundamental frequency, the pitch or the duration of
a speech phoneme are inherently robust to amplitude



scaling [1]. Further research is necessary though to
achieve sufficient data rates.

Another strategy used to counter the volumetric
scaling problem is the encoding of the watermark data
with codes that are resilient to the attack. Among
many others, [11] and [20] present watermarking
schemes based on Trellis coding.

Trellis coding is used to compress and clean com-
munications signals to allow greater data rates and ro-
bustness. By integration of a convolutional code with
a bandwidth efficient modulation, significant coding
gain can be achieved compared to uncoded schemes,
without sacrificing data rate or requiring more chan-
nel bandwidth. A short introduction to signal coding
theory and a thorough overview on Trellis coding can
be found in [26]. Its extension and application to wa-
termarking as dirty paper trellis codes is shown in
[19]. The modified Trellis codes take the host sig-
nal into consideration not only at the embedding, yet
already at the watermark encoding stage, this further
increasing the possible data-rate.

For decoding Trellis-coded signals, usually a
Viterbi-decoder [28] is used, which considers the en-
tire watermark message instead of single bits. As the
detection is based on relative correlation values, the
mechanism is inherently robust to amplitude scaling.

4 Conclusion

The present paper specified the basic requirements
for a system which enables digital signatures for
air/ground voice communication. To our knowledge
there are currently only two candidate systems which
we reviewed and for which we presented options for
further development. Informed embedding was identi-
fied as a key technology which should open a window
to higher data rates.

The next steps will be the implementation of the
proposed spread spectrum system improvements and
the design of an entirely new system based on in-
formed Trellis coding. A good perceptual model is
necessary for both in order to measure the perceptual
distortion induced by the embedding.

Certainly many other aspects have influence on the
performance. Further research will focus on the mod-
elling of the aeronautical radio channel in order to
design a system which is well adopted to the channel
and in order to evaluate the achievable robustness.
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