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ABSTRACT
The ever increasing integration of embedded systems into
our every lives created a strong demand for trustable soft-
ware and hardware implementations. To provide such trust
between manufacturer and customer of integrated systems,
regulatory rules like the Common Criteria have been de-
fined. While this international standard clearly prescribes
the usage of formal methods at high assurance level, formal
verification at code-level is not widespread in practice.
This work introduces a novel approach to verify the correct
functionality of security critical hardware implementations
under fault conditions. Generality is enabled by high-level
evaluation using state machines extracted in an automatized
way.

Keywords
Model checking, security properties, automatized evaluation

1. INTRODUCTION
Increased hardware integration and software complexity

led to a well-known problem of strongly increasing verifica-
tion effort. In the security domain a variety of rules have
been introduced to provide correct system behaviour under
fault conditions. Depending on the strictness level of these
rules, they only concern the documentation of the targeted
system, or on higher levels, exhaustive penetration testing
is needed.

For complex implementations traditional simulation tech-
niques to enable evaluation at earlier stages of the design
flow cannot be applied. The reason for this are permissive
performance and time requirements. Therefore, formal ver-
ification is increasingly introduced to conquer various veri-
fication challenges resulting from system complexity.

high, consistent set of standards
The Common Criteria (CC) is widely used to provide con-
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Figure 1: Global model-checking based security ver-
ification flow - Application of formal methods for
certification and testing in an automated manner

sistent evaluation standards for the development of high
quality security products. Formal methods to verify the
compliance with security policies are prescribed by the CC.
However, while formal methods are mainly used during con-
cept phase, the formal verification of the implementation
regarding security policies is mostly neglected. Therefore,
this work presents a novel methodology to formally analyze
the implementation using a model checker. A tool-set to ex-
tract finite state machines (FSMs) from existing hardware
implementations to enable model checking techniques is pre-
sented. Based on an established fault attack evaluation flow
presented in [20], a complete link with physical attack and
implementation evaluation can be created. The main con-
tributions of this work are:

• A novel methodology for the efficient evaluation of
RTL-implementations using a widely used model checker
(see Figure 1)

• Model-based fault injection for robustness and fault
attack evaluations of implemented state machines

• Case studies using an UART with authentication and
a counter implementation for fault injection testing

This paper is structured as follows: Section 2 gives a brief
overview over the state-of-the-art methods concerning for-
mal verification of hardware implementations. Followed by
Section 3 introducing a methodology for the automatized



evaluation of RTL implementations on model-checking level.
Furthermore, the integration of model-based fault injection
is described in Section 4. The applicability of the proposed
approach is experimentally investigated in Section 5. Fi-
nally, our results are concluded and some details about our
future work are given in Section 6.

2. RELATED WORK
Here we outline the related work by first giving an overview

of formal hardware verification methods and then describing
the state-of-the art concerning high-level verification.

2.1 Classic Application of Formal Methods in
Hardware Verification

Checking the correctness of a device using verification has
become a major task in the development of integrated cir-
cuits. There are two fundamental approaches to verification:
dynamic and static verification.

For this work we will focus on static verification techniques
to profit from the advantages concerning complex system de-
signs. Static formal techniques provide a formal proof on an
abstract mathematical model of the system. A commonly
used way to model the behaviour of a system is to use Finite
State Machines (FSMs).
Model checking is a formal verification technique that ex-
haustively and automatically checks whether a FSM meets
a given specification. If the criterion is not fulfilled, a coun-
terexample to support the debugging is generated. Model
checkers operate on two inputs: a model of the system M
and system properties φ. The model checker automatically
checks whether M, which is denoted by FSM transitions,
meets the given specification φ. This specification is de-
scribed by formulas in temporal logic [10]. The effectiveness
of a model checker is limited by the fact that they can only
verify models in their own language and thus M has to be
abstracted manually.

Much research has been dedicated to the task of extract-
ing control flow elements from RTL descriptions automati-
cally. Early work incorporating not only FSM extraction but
also symbolic model checking have been shown in [12, 15].
The proprietary implementation was mainly targeting basic
implementation problems, like reachability analysis, but in-
cluded no possibility to check for high-level rules. A similar
approach has been taken in [7] also describing the transfor-
mation of simple synchronous circuits into state machines.
A fully automated approach for the abstraction of Verilog
code has been shown in [2].

Moundanos et al. used in [24] formal verification tech-
niques to provide an unified framework for design validation
and test generation. They abstracted hardware implementa-
tions to use the information about the control flow to assist
Automatic Test Pattern Generation (ATPG).

The presented approaches mainly focus on bit-level eval-
uations and therefore, are not well scalable for very large
systems. This fact resulted in techniques like Predicate Ab-
straction as used in [17, 3], or Term-Level Abstraction as
practiced in [21]. In [19], High-Level Decision Diagrams
(HLDDs) have been not only used to describe a system’s
behavior but also to correct wrong transitions automatically.

The New Symbolic Model Verifier (NuSMV) project, pro-
vides a well-tested and open source implementation of a sym-
bolic model checker. For this work we will build on this in-
frastructure for the final verification of specifications given

in linear temporal logic (LTL).

2.2 High-Level Verification for the Security Do-
main

Security engineering is highly regulated because of the im-
plication of loss of trust. A common requirement of security-
related products is that they have to be fault tolerant in or-
der to be resistant against fault attacks. The development
of systems that maintain correct operation even in the event
of failures has been especially treated in the safety domain.

A very comprehensive approach using the NuSMV model
checker and providing fault injection capability has been
taken in [11]. Their approach nonetheless is limited to soft-
ware implementations and classic verification properties like
liveness or reachability. The authors of [16] showed an effi-
cient application of model checking to verify fault tolerance
by using mutated models of sub-systems.

In [23, 13] concepts for the application of formal meth-
ods to a secure software implementation flow are presented.
Some of the presented techniques can also be applied to
hardware certification, but abstraction is a challenge con-
cerning RTL descriptions.

In [6] an industry-oriented tool to enhance the usability
of formal hardware verification is presented. The tool uses
the model checker SMV and supports hardware description
languages such as VHDL and Verilog.

Love et al. proposed a framework for facilitating theorem
proving of RTL hardware implementations written in Ver-
ilog. The authors showed how to translate Verilog code into
the Coq theorem-proving language. This offers straightfor-
ward validations of security-related properties by the con-
sumer of an IP module to build trust to unknown vendors.
Their approach mainly targets the differentiation of Trojan-
infested from trustworthy IP modules. However, we propose
to use the power of formal model extraction from RTL de-
signs also for the verification of CC security requirements for
IP modules using an in-house design chain. While Love et al.
applied theorem proving, we show that also model checking
can be used for ensuring the compliance with formal security
properties. The advantage of the model checking approach
is that constructive refutations are provided, if the proof
fails.

The authors of [9] showed that model checking is suitable
for describing and verifying requirements for CC Evaluation
Assurance Level 6 evaluation at a high level of abstraction.
The same authors presented in [8] a development flow us-
ing model checking for the verification of security policies
during the concept phase. As shown in Figure 2, we pro-
pose to extend this flow. Our approach not only provides
the assurance of the high-quality of the functional specifica-
tion, but also checks the implementation regarding formal
security requirements.

In [5] the gap in the software domain between source
code verification and CC certification is discussed. How-
ever, there is also a long existing gap between analysis of
hardware RTL descriptions and checking of high-level rules
and specifications.

In short, our approach contributes a step towards filling
this gap by automatically extracting formal models out of
RTL descriptions and using model checking to show the con-
sistency to high-level security properties.



Figure 2: Flow of CC assurance class development
and proposed usage of model checking for checking
high-level security properties of the functional spec-
ification as proposed in [8]. Our approach extends
the flow by also taking the implementation into ac-
count.

3. SYSTEM ANALYSIS AND FSM EXTRAC-
TION METHODOLOGY

In this paper we address the verification of high-level fea-
tures from a given hardware implementation at RT-level us-
ing the model checking approach.

Therefore the HDL implementation has to be represented
as a model M readable by a model checker. In order to
overcome the disadvantages of manual abstraction like the
introduction of human errors and cost of time, we propose
to generate this model automatically.

How such a generation could be achieved is described in
this section. We implemented a framework that automati-
cally generates NuSMV models of FSMs described in a given
VHDL implementation. Therefore we developed a Java pro-
gram that parses and analyzes a given VHDL implemen-
tation. The program identifies behavioural constructs de-
scribing an FSM and translates the found FSMs in a model
that can be analyzed by the NuSMV model checker. The
automatic identification of FSMs can support design and
test engineers in getting a deeper understanding of the be-
havioural implementation. Furthermore, it highlights which
parts of the implemented logic are suitable for a detailed
analysis with a model checker.

Alternatively, other tools (e.g. adapted VHDL compilers)
could be used for the translation of VHDL into a format
suitable for model checkers. However, static analyzing the
code with a parser offers a transparent, open and direct way
of achieving a formal model.

3.1 Supported VHDL Subset
We address control-dominated synthesizable VHDL de-

signs. Only sequential behaviour and no combinational logic
is considered. Since the NuSMV language is supposed to de-
scribe FSMs, we limit our analysis to VHDL code realizing
FSMs.

There are two ways for describing an FSM in VHDL: one-

segment and multi-segment code style [14]. The first uses
only one process to describe the logic and the state register.
This style introduces additional latches during synthesis and
thus, multi-segment code style using separate processes for
state register and logic is often preferred. Our approach
supports both coding styles.

3.2 Translation of VHDL for NuSMV
The translation consists of five steps: VHDL structure

parsing (1 ), translation of VHDL processes into Control
Flow Graphs (CFGs) (2 ), FSM identification inside the CFGs
(3 ), FSM extraction (4 ), and conversion of these FSMs into
the NuSMV input language (5 ). Finally, the NuSMV model
representation can be used to check high-level assumptions
about the expected behaviour of the system.

3.2.1 VHDL Structure Parsing
The first step is to parse the structure of the VHDL code

by analysing entity and architecture descriptions holding
behavioural processes. To accomplish that, we rely on a
straight-forward implementation of an VHDL parser. This
parser is able to extract system-internal structures and de-
pendencies. Therefore, any other similar tool-chain provid-
ing this information, can be applied for this approach.

3.2.2 Translation of VHDL Processes into CFG De-
scription

To find and extract FSMs, the logic described in VHDL
is converted in an intermediate format. Therefore, we use
the CFG representation as proposed in [22]. A CFG consists
of nodes representing conditional branches like if and case
statements. Each node holds a list of transitions, which are
executed, if the condition of the node holds.

Every node has only one parent node but can have multi-
ple child nodes. In our context, there are two types of child
nodes: ”true child nodes” that represent the further execu-
tion flow, if the condition of the actual node is true, and
”false child nodes” for the case that the condition is false.

Transitions represent VHDL assignments and store infor-
mation about the target signal, the source value and the
type of assignment (variable or signal).

3.2.3 FSM Identification
Formally, an FSM is defined as a 5-tuple (Q,Σ, T, q0, F ),

where Q is a finite set of states, Σ is a finite input alphabet,
T is the transition function T : Q×Σ→ Q, q0 is the initial
state, and F is the set of final states [18].

The realization of an FSM consists of a synchronized state
register, a next-state logic implementing the transition func-
tion, and an output logic defining the outputs [14]. Because
every FSM needs a state register, finding a state register
equals finding an FSM. Thus, first all registers are identi-
fied and then it is decided which of them are state registers.
Since synchronous registers react on an active clock edge, ev-
ery CFG node with an expression indicating an active signal
edge is marked as a register.

To identify state registers, the observation that state sig-
nals depend on themselves is used. To examine the rela-
tionships of signals, a dependency list is created for each
signal. The list holds all signals to which the signal depends
on and is determined by collecting all transitions targeting
the signal. If a circular dependency is found, the register is
regarded as a state register.



Table 1: VHDL to NuSMV data types translation
examples

VHDL type NuSMV type

std_logic boolean

std_logic_vector(<range>) word[<size>]

type <identifier> is range <range> <min>..<max>

type <identifier> is array array <min>..<max>

<index_constrained> of <element subtype>

type typename is (enum1, enum2, ...) {enum1, enum2,...}

3.2.4 FSM Extraction
Extracted properties are the next-state logic, the initial

state, and the input variables as stated in the FSM defini-
tion. Furthermore, the output logic and the initial values of
the output signals are extracted.

The next-state logic represents a collection of all node
transitions and their conditions targeting the next-state sig-
nal. It depends on the code styling which signal holds the
next state. In one-segment code styling there is only one sig-
nal holding both the state and the next-state information,
whereas in two-segment code a separate signal to store the
next-state is used.

The conditions of the state transitions are determined by
combining conditions of the CFG node holding the next state
transition and its predecessor nodes. More specifically, the
condition of the regarded node and its parent node are linked
with a logical and, if the current node belongs to the ”true
child nodes” of the parent node, or with a logical and not if
it belongs to the ”false child nodes”.

For the determination of the initial values it is expected
that the state register has a reset functionality. The values
accessed to signals when a reset occurs are considered as
initial values.

The FSM definition states that the transition functions of
the next state depend on the input values. Hence, all signals
that occur in the dependency list of the next-state signals
are regarded as input signals.

All the signals that depend on the state are output signals.
Thus, all signals having the state signal in their dependency
list are output signals.

3.2.5 FSM to NuSMV Language Translation
The last step is to translate the structure of the FSM

into the NuSMV language. An exemplary translated code
segment is shown in Figure 7.

Variable Declarations.
The declaration of a NuSMV variable includes the indi-

cation of the data type. Since the language is supposed to
describe FSMs, only finite data types are supported. Trans-
lating VHDL data types that occur in FSMs is basically a
simple syntax rewriting as exemplified in Table 1.

A NuSMV variable can be a state, input, or frozen vari-
able. State variables include variables that can take the
values only from the domain of its type. Input variables
cannot be instances of modules and frozen variables do not
change their initial value. In the translation process every
variable with no transition function targeting the variable is
declared as a frozen variable.

Initial Values, Next-State and Output Logic.
The NuSMV language is well suited to represent transi-

tion relations. The next-state logic is converted to NuSMV
switch-case statements, whereas every transition of the next-
state signal in an CFG node is translated into a case branch
condition. NuSMV supports the description of the next
value of a variable using the expression next(varname).
The output logic is described in a similar way, with a differ-
entiation between VHDL signal and variable assignments. A
signal assignment means that the signal is updated after the
completion of a process, whereas a variable assignment has
an immediate effect. Consequently, the signal word next is
only used to describe signal assignments.

For the determination of the init values it is exprected
that the state register has a reset functionality. The transi-
tions that are executed if a reset occurs represent the initial
behaviour. For every variable with a noticed initial value a
NuSMV statement in the form init(varname):=init_val

is created.
Additionally, constants are converted from the VHDL to

the NuSMV syntax. For example a logical expressions like
’1’ is converted to TRUE, numerical expressions that indicate
the base of the number system like the VHDL expression
x"F" are converted to the right NuSMV syntax like 0h_f.

FSM Interconnection.
One VHDL entity can contain the description of multiple

FSMs. Since NuSMV allows a hierarchical description of
FSMs, it is possible to describe every FSM using its own
module and connecting them at a higher level.

An FSM is declared in NuSMV using a statement like
MODULE FSM1(input_of_other_fsms). In the main module
the described FSMs are instantiated and connected. The
variables of an FSM instance can be accessed using an ex-
pression like fsm1: FSM1(fsm2.var1). To find the inputs
that are variables in other FSMs, it is examined whether a
variable used in the FSM has a transition function targeting
a variable in another FSM.

4. MODEL-BASED FAULT INJECTION
When developing hardware performing security operations,

designer have to keep side channel attacks (SCA) and fault
attacks in mind. In such a case the behaviour of an imple-
mentation is examined under the influence injection oper-
ational or data faults. Using fault induction, an attacker
would try to reconstruct secret data by analysing faulty
calculations. Fault analysis can also be used to influence
state-machines by manipulating state transitions. Faults
can be introduced by many means, like temperature effects,
light, radiation, electromagnetic induction, power supply
transients etc. A large compendium is given in [4].

Therefore, the CC also contains requirements concerning
fault tolerance. Part two of the CC [1] describes security
functional components, which are the basis for security func-
tional requirements. The expected security behaviour of a
Target of Evaluation (TOE) is specified by these require-
ments. One category of requirements deal with fault tol-
erance and ensure that the TOE operates correctly even if
failures occur. One of these requirements is the following:
FRU FLT.1.1: The TOE Security Functionality (TSF) shall
ensure the operation of [assignment: list of TOE capabilities]
when the following failures occur: [assignment: list of type
of failures].



We propose to use the generated NuSMV model to perform
the verification of this requirement. Exemplary failure types,
which can be checked are given below.

Traditionally, model checking is used to proof the correct
behaviour of a system. However, to analyse the vulnerability
to fault induction attacks, it is also necessary to evaluate
security systems under faulty conditions. To achieve this
evaluation fault injection is a widely used technique.

Current approaches using physical penetration, gate-level,
or RTL-level test platforms always come with the major
problem of investigation completeness. Furthermore, it is
often necessary to manipulate the original design to inject
faults. To overcome these disadvantages, we show how an
abstracted model of the implemented system can be used to
evaluate the robustness of the derived state machines against
external influences. Examples of common modes of failure
are:

• random faults: the value of a bit changes to randomly

• stuck-at faults: a bit sticks to its current value

• bit flips (inverted): the value of a bit is inverted [16]

The random occurrence of faults in a NuSMV model could
be achieved by describing the activation of faulty behaviour
using input variables. Figure 3 shows how these failure
modes could be modelled with NuSMV. Such model exten-
sion for fault injection purposes can be generated in an au-
tomated way, but are limited to module internal variable.

We extended our Java program to support the automatic
injection of faulty behaviour for given signals. The faulty
behaviour of the given signals is modelled by adding fault-
injection statements like those in Figure 3 to the transi-
tion functions of the signals when performing the VHDL to
NuSMV translation.

MODULE main
VAR

var : boolean ;
−− random occurrence o f f a i l u r e s
random fa i lu re : boolean ;
s t u c k a t f a i l u r e : boolean ;
i n v e r t e d f a i l u r e : boolean ;

ASSIGN
next ( var ) : case

random fa i lu re : {TRUE , FALSE} ;
s t u c k a t f a i l u r e : var ;
i n v e r t e d f a i l u r e : ! var

esac ;

Figure 3: Modelling several failure modes with the
NuSMV language

5. EXPERIMENTAL RESULTS
To demonstrate our approach we first present an UART

(Universal Asynchronous Receiver Transmitter) communi-
cation controller implementation and show how to verify a
high-level security property. Then, we give a simple use case
demonstrating the automatic injection of faults in the formal
model.

5.1 Verification of Security Policies
We used a VHDL implementation of an UART control

logic, automatically translated the design in a NuSMV model
and checked a security policy derived from a CC require-
ment. An UART controller realizes serial communication
properties to transmit and receive data asynchronously. This
communication logic could be used to connect a microcon-
troller to external interfaces.

The transmission logic includes a parallel-to-serial con-
verter, while the reception logic realizes a serial-to-parallel
conversion. The data format consists of a low start bit trig-
gering the transmission following by eight data bits, a parity
bit and a trailing high stop bit.

The analyzed UART implementation offers an additional
authentication feature. Meaning that data is only transmit-
ted, if a certain password has been received. If the buffer
used for the reception contains a predefined value the com-
munication partner is regarded to be trustworthy. Only if
this is the case, the UART controller forwards the data,
which is transmitted by the microcontroller.

5.1.1 VHDL Design
The complexity of the analyzed RTL design is relatively

low consisting of about 270 lines of VHDL code. An extract
of the VHDL code is shown in Figure 8. An FSM with a
state variable called rx_fsm and one input signal rx imple-
ments the reception logic. The FSM stays in idle state until
a falling edge of rx indicating the start of a transmission is
detected. Then the FSM goes into a state called data to re-
ceive data and to perform the serial-to-parallel conversion.
After receiving eight bits, the FSM goes into a state called
parity and checks the correctness of the parity bit. If the
parity bit indicates that the transmission was correct, an
output called rx_ready is set to signalize the microproces-
sor that the data is ready for reading. In addition to this
standard UART reception logic, it is checked whether the
received data stored in a buffer matches a predefined pass-
word. This password check is only performed if the parity
bit indicates that the data was transmitted correctly.

The process of transmission is similar to the reception
logic. A variable called rx_fsm stores the current state of
the FSM for reception. An eight bit input rx_data is con-
verted to a one bit output rx. Data is only transmitted if
the communication partner successfully authenticated him-
self. Thus, the FSM implementing the transmission stays
in idle state if no password was given, even if the microcon-
troller attempts to send data. This provides for the output
to stay always in high state (UART_IDLE) and does no data
information leaks to the outside.

5.1.2 Translation into the NuSMV Language
The VHDL implementation of Figure 8 was automatically

converted into the NuSMV language as shown in Figure 7
using the process described in Section 3.

5.1.3 Verification of Security Requirements
An example of a CC property, which can be found in the

specification of secrets (SOS) within the requirement family
identification and authentication (FIA) is the following:

FIA SOS.2.2: The TSF shall be able to enforce the use of
TSF generated secrets for [assignment: list of TSF func-
tions] [1].

With regard to the previous described UART implemen-



tation this requirement could be that the microcontroller
shall not be able to transmit data until a correct password
is given form the external communication partner. A LTL
representation of the specification could state that it is im-
possible to get in a state, where rx is not UART_IDLE and no
password has been provided (see Equation 1).

G¬(¬(rx = UART IDLE) ∧ ¬pwd given) (1)

5.1.4 Result
Since the complexity of the analysed design was low, the

NuSMV model checker achieved a verification within a few
seconds. The result of the evaluation showed that the previ-
ous described implementation rules are fulfilled by the given
VHDL design. This enhances the confidence that the ana-
lyzed module has been implemented correctly.

5.2 Model-based Fault Injection
In this section we show how an abstracted model of an

implementation can be used to evaluate the robustness of
the derived state machines against external influences.

5.2.1 VHDL Design
For demonstration, a simple counter implementation has

been selected (Figure 6). It can be easily seen that this
counter will count to eight and reset its value to zero after-
wards. This implementation also incorporates a visible bug
as such that if the variable cnt gets higher than eight for
some reason, the counter will never reset.

5.2.2 Fault Injection
Single Event Transients (SETs) are modeled by extending

our extracted FSM representation to enable flipping of a
single bit inside the cnt variable for the length of one state
as shown in Figure 4.

MODULE FSM CNTVAR
cnt : word [ 4 ] ;
s e t : boolean ; <−−
f i : boolean ; <−−
e r r o rpo s : 0 . . 3 ; <−−

ASSIGN
i n i t ( cnt ) := 0 h 0 ;
next ( cnt ) := case

s e t : cnt xor (0 b4 0001 << e r r o rpo s ) ; <−−
( cnt = 0h 8 ) : 0h 0 ;
! ( ( cnt = 0h 8 ) ) : cnt + 0h 1 ;

TRUE: cnt ;
e sac ;

next ( s e t ) := seu ? FALSE : f i ; <−−

Figure 4: Augmented FSM representation of the
given VHDL counter implementation - Fault injec-
tion extensions are marked

Now a very simple functional specification (shown in Equa-
tion 2) for this counter can be verified also under fault condi-
tions. The specification says that if the value of the counter
exceeds the maximum value (i.e. caused by a fault), it has
to be valid again in the next state. While this example may
seem trivial, especially such small system parts can play a
critical role when certain access limitations are based on
hardware counter values.

G((cnt >= 8) > X(cnt < 8)) (2)

5.2.3 Results
It can be seen that the specification, will be violated un-

der the influence of an injected fault. The NuSMV model
checker provides a counterexample that shows that the spec-
ification is not fulfilled under faulty conditions (see Figure
5). This can be used to show that the given RTL implemen-
tation is not fault resistant and helps the designer making
the implementation more robust.

5.3 Experimental Conclusion
Based on an open available implementation of a simple

counter implementation, we have shown that high-level and
fault injection assumptions can be applied to automatically
extracted models in an intuitive way. This approach reduces
the verification effort for state-machine based implementa-
tions significantly and opens the possibility to support a
semi-formal development process as proposed by certifica-
tion authorities. Furthermore, no specialized model check-
ers or verification tools, as long as the structure and depen-
dencies of the RTL implementation are extracted, (like our
straight-forward implementation of a simple VHDL parser
and analyzer) are needed.

This flow can be further enhanced by linking the final
synthesized implementation with the abstracted and RTL
view. Such an application has been successfully shown in
[20] and therefore, with this work a complete flow from high-
level description to synthesized netlist can be established.

6. CONCLUSIONS
This work presented a novel methodology for the autom-

atized extraction and verification of FSMs from hardware
descriptions written in the VHDL language. The extracted
model descriptions are fed into the NuSMV model checker
to verify given security rules defined in an LTL format. This
high-level representation of the hardware implementation
also allows the principal evaluation of the fault-attack ro-
bustness by applying fault injection principles on FSM-level.
The chosen approach aims to fill a verification gap between
formal descriptions as demanded by certification authorities
and the RTL implementation. Based on the described tools,
a further integration with physical attack analysis flows can
be provided.

Our future work includes the further investigation of high-
level system security evaluations to help conquering the in-
creasing verification problem in modern smart-card systems.
Furthermore, we plan the extension of our tool-chain to
other hardware description languages like Verilog.
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APPENDIX
A. LISTINGS

Trace Desc r ip t i on : LTL Counterexample
−> State : 1 . 1 <−

f sm cnt . cnt = 0ud4 0
fsm cnt . seu = FALSE
fsm cnt . f i n j = FALSE
fsm cnt . e r r o rpo s = 0

−> State : 1 . 2 <−
f sm cnt . cnt = 0ud4 1
fsm cnt . f i n j = TRUE

−> State : 1 . 3 <−
f sm cnt . cnt = 0ud4 2
fsm cnt . seu = TRUE
fsm cnt . f i n j = FALSE
fsm cnt . e r r o rpo s = 3

−> State : 1 . 4 <−
f sm cnt . cnt = 0ud4 10
fsm cnt . seu = FALSE
fsm cnt . f i n j = TRUE
fsm cnt . e r r o rpo s = 0

−> State : 1 . 5 <−
f sm cnt . cnt = 0ud4 11

Figure 5: NuSMV output showing that the VHDL
implementation in Figure 6 does not fulfill Equation
2 by providing a counterexample



process ( cnt )
begin

i f ( cnt = 8) then
next cnt <= 0 ;

else
next cnt <= cnt + 1 ;

end i f ;
end process ;

Figure 6: Simple counter process for exemplary fault
injection evaluation

MODULE main
VAR fsm rx : RX FSM;

fsm tx : TX FSM( fsm rx . pwd given ) ;
MODULE RX FSM

VAR rx fsm : { i d l e , data , pa r i t y } ;
rx ready : boolean ;
rx data : unsigned word [ 8 ] ;
. . .

IVAR rx : boolean ;
ASSIGN

i n i t ( rx fsm ) := i d l e ;
i n i t ( pwd given ) := FALSE;
. . .
next ( rx fsm ):= case

r x r c v i n i t & rx fsm = i d l e : data ;
r x r c v i n i t & rx fsm = data &

rx data cnt = 7 : i d l e ;
. . . e sac ;

next ( rx ready ):= case
rx fsm=par i t y & r x p a r b i t = rx : TRUE;

esac ;
next ( pwd given ):= case

rx fsm=par i t y & r x p a r b i t = rx &
rx data=PWD : TRUE;

esac ;
. . .

MODULE TX FSM( pwd given )
VAR

tx fsm : { i d l e , data , par i ty , stop } ;
tx : boolean ;
. . .

IVAR
tx data : unsigned word [ 8 ] ;

ASSIGN
−− s e v e r a l i n i t i a l i s a t i o n s . . .
next ( tx fsm ):= case

tx fsm=i d l e & t x i n i t & pwd given : data ;
tx fsm=i d l e & ! t x i n i t : i d l e ;
tx fsm=stop : i d l e ;
. . . e sac ;
next ( tx ) := case

tx fsm=data : tx data [ 0 ] ;
TRUE : UART IDLE;

. . .

Figure 7: Snipped of NuSMV description resulting
from Figure 8

architecture Behaviora l of uart i s
−− s e v e r a l s i g n a l d e f i n i t i o n s . . .

begin
−− s e t r x r c v i n i t i f f a l l i n g edge e t c . . .
rx proc : process ( c l k )
begin

i f c lk ’ event and c l k = ’1 ’ then
rx ready <= ’ 0 ’ ;
case rx fsm i s
when IDLE => −−Wait

i f r x r c v i n i t = ’1 ’ then
rx fsm <= DATA;

end i f ;
when DATA => −− Receive data
−− s e r i a l−to−p a r a l l e l convers ion . . .
−− p a r i t y b i t c a l c u l a t i o n e t c . . .

i f rx data cnt = 7 then
rx fsm <= PARITY;

end i f ;
when PARITY =>

rx fsm <= IDLE ;
i f r x p a r b i t = rx then −−check p a r i t y

rx ready <= ’ 1 ’ ;
i f rx data = PWD then −−check password

pwd given = ’ 1 ’ ;
end i f ;

end i f ;
. . .

end case ;
end i f ;

end process ;
tx proc : process ( c l k )
begin

i f c lk ’ event and c l k = ’1 ’ then
tx <= UART IDLE;
case tx fsm i s
when IDLE =>

i f t x i n i t = ’1 ’ then
i f pwd given = ’1 ’ then −−check pwd

tx fsm <= DATA;
−− i n i t i a l i z a t i o n s e t c . . .

when DATA =>
−−p a r a l l e l −to−s e r i a l conv . e t c . . .
tx <= tx data ( 0 ) ;
tx fsm <= STOP;

when STOP =>
−−Send s top b i t e t c . . .
tx fsm = IDLE

end case ;
end i f ;

end process ;
end Behaviora l ;

Figure 8: VHDL snipped of an UART logic with
password functionality


