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Abstract—Safety-critical systems have to satisfy ever-growing
demands for high computing performance and cost-efficiency.
This leads to a move to commercial off-the-shelf hardware com-
ponents that are not hardened. Unfortunately, these components
are becoming increasingly vulnerable to operational faults and the
manufacturers do not guarantee a certain level of dependability.
However, in order to maintain a high integrity, safety-critical
systems have to ensure the correct functionality of hardware
components during operation. Besides redundancy techniques,
this is typically realized with build-in self-tests implemented at
software level. Safety-standards, such as the IEC 61508 standard,
prescribe certain fault models that should be used to assess the
diagnostic coverage of self-tests with fault injection experiments.
Typical fault injection frameworks use gate-level netlists or
RTL models. However, these hardware models are not publicly
available for most COTS processors.
In this paper we present a Fault Injection framework for the
Evaluation of software-based Self-tests (FIES) according to the
safety standard IEC 61508. This virtual platform supports widely-
used embedded COTS processors, such as ARM cores, and
provides feedback about the diagnostic coverage of self-tests in
early design stages. It supports the simulation of faults in the
control and execution path of an ARM processor and features
an extended fault model to simulate memory coupling faults.
The applicability of the approach is shown by using it for the
evaluation of a memory test.

I. INTRODUCTION

A reliable and safe operation is of particular importance
in safety-critical systems, whose failures could result in loss
of life, significant property damage, or damage to the envi-
ronment. Such systems are used in many embedded domains,
for instance, in avionics, automotive, medicine, or power plant
controlling. A wide industrial consensus about the necessity of
safety definitions lead to the introduction of several functional
safety standards, such as the generic IEC 61508 standard [1],
and domain-specific standards that build on it, such as the ISO
26262 (automotive) or the DO-178B standard (avionics).

Recently, safety-critical systems are facing increasing de-
mands on high computing performance. At the same time they
should offer an ever wider range of features. This leads to a
move to commercial off-the-shelf (COTS) hardware allowing
designers to use state-of-the-art components that guarantee a
high performance [2]. Moreover, designers can cut costs sig-
nificantly, since COTS components come at much lower costs
than their hardened counterparts. However, the manufacturers

of these components, do not guarantee a certain level of de-
pendability. Additionally, complex hardware is manufactured
with ever shrinking feature sizes, which causes an increasing
number of operational hardware faults. In order to achieve a
reliable operation with unreliable hardware, the tasks that are
needed to provide dependability are typically demanded to the
software. Since safety standards require to ensure the correct
functionality of hardware in the field, build-in self tests are
required. Besides redundancy techniques, self-tests can detect
operational faults of complex hardware. Some hardware com-
ponents directly support protection mechanisms, such as error-
correction coding. Nonetheless, since many COTS processors
do not offer sufficient self-diagnosis features, they often have
to be developed individually. Typically, this is done in the form
of software-based self-tests (SBSTs). In contrast to hardware-
based self-tests, SBSTs are non-intrusive, flexible and do not
require any hardware overhead.

To assess the quality of self-tests, the IEC 61508 standard
requires the evaluation of their fault diagnostic coverage. Such
reliability evaluations have been of concern for many years
leading to a wide range of publications about test methods
using fault injection techniques. The proposed methods are
mainly based on gate-level netlists or RTL models that are
described with a hardware description language. However,
such details are usually not available for COTS components.
This raises the need for a framework that allows to simulate
a COTS-based embedded system under faulty conditions as
required by safety standards. This paper contributes a step
towards filling this gap by presenting a framework that extends
the QEMU emulator with standard-compliant fault injection
capabilities. Although, previous studies have also suggested
QEMU-based fault injection, they do not provide fault models
that allow the assessment of SBSTs according to the IEC
61508 standard. In this work we

• propose FIES - a QEMU-based Fault Injection tool
for the Evaluation of software-based Self-tests,

• describe how the framework simulates different types
of faults for the assessment of self-tests as required
by the IEC 61508 standard, and

• show the applicability of the approach with a case
study illustrating how the diagnostic coverage of a
memory self-test can be determined using FIES.
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II. BACKGROUND AND RELATED WORK

A. Fault Types

The detection of different types of faults requires different
fault-tolerance mechanisms. The IEC 61508 standard defines
permanent and transient faults according to their persistence.
In contrast to permanent faults that persist for the remainder
of the computation, transient faults occur for a short period
of time [3]. Permanent faults reflect long-term damage of
hardware components and can be modeled by a stuck bit of
a binary value. These faults are called stuck-at faults (SAF).
Transient faults are mainly caused by temporary environmental
influences such as neutron and alpha particles, power sup-
ply and interconnect noise, electromagnetic interference or
electrostatic discharge. The occurrence of these faults are
drastically increasing due to the increasing density of hardware
components per area. Additionally, there are intermittent faults
appearing repeatedly and periodically at the same location and
produce errors in bursts while they occur. Such faults can be
triggered by unstable hardware due to process variations and
manufacturing residuals.

B. Traditional Fault Injection Research

Much research in recent years has focused on the evaluation
of fault tolerance techniques with fault injection. Many fault
injection campaigns target manufactured parts (e.g. by using
radiation). If early tests are needed during the design phase,
the typical approach is to manipulate high-level hardware
descriptions [4]. High-level hardware descriptions can be sim-
ulated during the design phase. This was exploited in early
simulation-based fault injection tools (e.g. [5], [6]). The need
for a higher fault injection coverage led to the heavy research
activity in the field of FPGA-based emulation techniques (e.g.
[7], [8], [9]). A considerable disadvantage of these simulation-
and emulation-based methods is that the detailed design of the
processor (e.g. a soft-core at hardware description level, or a
model for simulation) is required, which is often not available
for COTS processors.

C. Fault Injection for COTS Processors

An approach to perform fault injection for COTS
processors-based platforms is to use their on-chip debug fea-
tures as proposed in [10], [11]. However, these approaches are
very platform-depended, since they heavily rely on specific
hardware components such as JTAG-devices.

Another approach is software-based fault injection based
on the execution of additional software on the target platform
that modifies the state of the system [12]. These methods can
inject a variety of faults in hardware components, which are
accessible by the software, such as registers, memory, etc.
A considerable disadvantage of these techniques is that they
require a modification of the source code and offer only a
limited observability and controllability. Furthermore, it is very
challenging to model permanent faults with software-based
methods.

To overcome the limitations of typical software-based
fault injection techniques, there are proposals to adapt emu-
lators performing hardware virtualization to simulate faults.
For example, in [13] the concept of the virtual machine

FAUmachine is enhanced to feature fault injection. The goal
of the FAUmachine is to simulate hardware as close to the
corresponding physical hardware as possible. However, it
supports only i386 and AMD architectures, which are not
widely-used in embedded systems.

Contrary, the Quick EMUlator (QEMU) [14] targets the
emulation of hardware for embedded systems. It features
the fast emulation of several CPU architectures (e.g., ARM,
x86, Sparc, Alpha) on several host platforms (e.g., ARM,
x86, PowerPC). QEMU is open-source and portable. Previous
research has suggested methods to extend QEMU with fault
injection capabilities. The authors of [15] propose binary
mutation-based testing that is injected at runtime during the
dynamic translation of QEMU. The advantage of this approach
is that mutation testing relies neither on source code nor
on a certain compiler. Furthermore, the approach is able to
inject high-level language faults related to compiler and linker.
However, it does not cover low-level hardware faults such
as memory or register faults. Another high-level approach is
VarEMU, an emulation testbed built on top of QEMU [16].

Recently, several virtual platforms realizing the injection
of soft errors using QEMU have been proposed [17], [18],
[19]. In addition to soft errors, permanent faults are considered
in [20]. This work analyzes functional faults of memory and
defines corresponding fault models. However, the proposed
fault model only covers memory-related faults. Another ap-
proach to evaluate self-tests with a QEMU-based fault injection
platform is BitVaSim [21], which can inject faults in processes.
Although they implement various different faults, they do
not cover all fault modes required in IEC 61508. This paper
attempts to fill this gap by presenting how to realize a QEMU-
based fault injection that features the IEC 61508 fault modes.

D. IEC 61508 Requirements on Self-Tests

The IEC 61508 safety standard defines four Safety Integrity
Levels (SILs) indicating different probabilities of failures.
The highest achievable SIL is limited by the Hardware Fault
Tolerance (HFT) and by the Safe Failure Fraction (SFF) as
shown in Table I. An HFT of N defines a minimum number
of faults (N + 1) that can cause the system to lose its safety.
The SFF is a ratio of failures defined as

SFF =

∑
λs +

∑
λDd∑

λs +
∑

λDd +
∑

λDu
, (1)

where λs denotes the number of safe failures, λDd defines
the number of detected dangerous failures and λDu covers the
number of undetected dangerous failures.

The goal of SBSTs is to improve the overall SFF ratio by
increasing the number of detected failures (

∑
λDd). In order to

achieve a high SIL only dangerous failures are important and

TABLE I. MAXIMAL SIL FOR GIVEN SFF AND HFT [1].

Safe Failure Fraction (SFF) Hardware Fault Tolerance (HFT)

0 1 2

< 60% - SIL1 SIL2
60% − < 90% SIL1 SIL2 SIL3
90% − < 99% SIL2 SIL3 SIL4

≥ 99% SIL3 SIL4 SIL4
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TABLE II. FAULT SOURCES DEFINED BY THE IEC 61508 FOR CPU-CORE ELEMENTS AND VARIABLE MEMORY[1].

Component Requirements for claimed DC

Low (60%) Medium (90%) High (99%)

CPU-CORE COMPONENTS

Registers, internal RAM

*) Stuck-at for data and addresses *) DC fault model for data and addresses *) DC fault model for data and addresses
*) Change of information caused by soft-error *) Change of information caused by soft-error

*) Dynamic crosstalk between memory cells
*) No, wrong or multiple addressing

Coding and execution *) Wrong coding or no execution *) Wrong coding or wrong execution *) No well-defined fault assumption
including flag register

Address calculation *) Stuck-at *) DC fault model *) No well-defined fault assumption
*) Change of addresses caused by soft-errors

Program Counter (PC) and *) Stuck-at *) DC fault model *) DC fault model
Stack-Pointer *) Change of addresses caused by soft-errors *) Change of addresses caused by soft-errors

MEMORY ELEMENTS

Variable memory

*) Stuck-at for data and addresses *) DC fault model for data and addresses *) DC fault model for data and addresses
*) Change of information caused by soft-error *) Change of information caused by soft-error

*) Dynamic crosstalk between memory cells
*) No, wrong or multiple addressing

should be detected by SBSTs. Thus, the SFF can be simplified
to the diagnostic coverage (DC), which is defined as

DC =

∑
λDd∑
λD

, (2)

where
∑

λD is the sum of all dangerous failures (
∑

λDd +∑
λDu). To calculate the DC, all possible faults that can occur

in a component have to be defined. Therefore the IEC 61508
proposes a failure mode and error analysis for new compo-
nents. However, for processor-based systems the IEC 61508
part two defines fault sources, which have to be handled.

Table II outlines which faults should be tested for safety
mechanisms of CPU and memory components. The IEC 61508
focuses on CPU components, which are responsible for the
execution of instructions and/or for the storage of data in
register files or internal memories. The standard describes
requirements for three DC classes. In this work, we only focus
on the low and medium DC class. The high DC class is
only required for extremely critical components (SIL 4) or
components without redundancy. Thus, we propose to apply a
more accurate fault injection for such applications.

The DC fault model, which required to assess a DC
between 60% and 90%, is an aggregation of different fault
types and covers stuck-at-faults, stuck-open, open or outputs
with high impedance as well as shorts between two lines.

III. QEMU-BASED FAULT INJECTION APPROACH

In this section we propose fault injection extensions of
QEMU v1.7.0. Although we describe our use-case specific
ARM environment, the approach is of a general nature and
can be adopted relatively easily for other architectures.

A. Dynamic Translation of QEMU

To achieve a fast emulation, QEMU performs a dynamic
translation as illustrated in Fig. 1. After decoding a guest
instruction, micro-operations are generated. They represent a
non-target-specific intermediate code, which is assembled for
readability. The translated micro-operations are stored in a
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Fig. 1. Dynamic translation of QEMU with the proposed fault injection
extension. Adapted from [22].

buffer and translated by the tiny code generator, if a branch
occurs. Then the translated micro-operations are executed and
grouped to translation blocks, which are stored in a translation
cache for a fast subsequent use. We implemented the fault
injection before the instruction is translated. More specifically,
we alter guest instructions to trigger a faulty behavior, before
they are processed by QEMU.

B. Fault Injection Components

We propose to integrate fault injection components in the
QEMU framework as shown in Fig. 2. The fault injector reads
the current processed ARM instruction and a fault library. This
information is then used by the controller to decide, whether
and where a fault should be injected. Then, the controller
signals the monitor to print information about the injected fault
and forwards this information to an analyzer and a collector.

Fault Injector: This component orchestrates the fault injec-
tion. It parses the XML fault library and catches encoded ARM
instructions. This information is then sent to the controller that
provides feedback about whether a fault should be injected and
the fault location. Based on this information the fault injector
introduces different types of faults at different locations as
shown in Table III. For example, it supports manipulating OP-
codes or register addresses to simulate register or instruction
decoder faults, and changing the content of a register to
simulate data storage faults.
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TABLE III. DETAILS ABOUT FAULT LOCATION AND MODES OF SUPPORTED FAULTS

Comp. Target Fault modes Implementation

RAM Address decoder Bit-flip, SAF, new value Changes the address according to the fault mode
Memory cell or R/W logic Bit-flip, SAF, static and dynamic fault

models according to Table IV
Changes the data according to the fault mode

CPU Instruction decoder New value Replaces current instruction with a given instruction
Condition flags Bit-flip, SAF Supports the following ARM flags: carry (CF), negative or less than (NF), sticky

overflow (QF), overflow (VF), and zero flag (ZF)

Register Register cell Bit-flip, SAF, new value Changes the data of the register according to the fault mode
Address decoder Bit-flip, SAF, new value Changes the address of the register according to the fault mode

Result file Host operating system (Windows / Linux)
Host platform (x86)

Other software

Tiny Code Generator

Monitor

Analyzer

QEMU

SBST-software

Target operating system (SafeRTOS)

Intermediate code

x86  instructions

Collector

ARM instructions

Fault Injector

Binary Translation

Controller
XML fault library

Fig. 2. Structure of the fault injection framework, its integration in QEMU and
the execution environment. Although, this figure shows the target environment
of the presented use-case, the approach can also be applied for other targets.

Controller: The controller decides about the type of fault
that should be injected, the fault location and the duration
of the fault. The injected faults can represent permanent,
transient and intermittent faults. The definition of transient
and intermittent faults includes the duration of the fault. For
intermittent faults also the period of the fault occurrence is
given. Based on this information and the QEMU built-in timer,
the controller decides when a fault should be triggered or
stopped.

The QEMU timer is also used for faults that should be
triggered at a specified time. Another supported trigger is based
on the current program counter (PC). Therefore, the controller
analyzes the PC, which is stored in the virtual register set
of QEMU. Additionally, the framework features to trigger a
fault, whenever the target resource is accessed. The monitoring,
if a special memory address is accessed can be achieved by
exploiting the functionality provided by the QEMU-internal
soft-MMU. It converts the target-virtual address in a host-
virtual address for each memory access. This allows to monitor
and change the address and the data of an executed memory
operation.

Monitor: The built-in QEMU monitor supports commands
to debug the running system, such as showing the current
content of registers. This monitor is extended with commands
to inject a defined fault during runtime or to load a fault library.

Data Collector and Analyzer: While the data collector
redirects the output of the monitor to a file to save logging
information for further analysis, the data analyzer provides

detailed statistics about the number of injected faults and
detected faults of the SBSTs. To give effective feedback it
calculates the DC of the executed SBST. Whenever the SBST
detects a fault, a counter located at a predefined address is
increased. This address is read by FIES to get the number of
detected faults for the subsequent calculation of the resulting
DC. Since we do not know the impact of the faults on
potential target systems, we assume that all injected faults are
dangerous.

IV. FAULT MODELING APPROACH

A. DC Fault Model and Soft-Errors

We implemented fault injection capabilities in the RAM,
the CPU, and registers as shown in Table III. The fault can be
triggered by time, PC or whenever a defined memory address
is accessed. The mode of the injected fault can be used to
change the target to a given value or to simulate a bit-flip or
a SAF.

In addition to SAFs, the IEC 61508 DC fault model
describes open faults and shorts between lines. However,
the model focuses only on interconnections between modules
(e.g. address and data lines to memory elements). For example,
it is stated that for integrated circuits it is sufficient to consider
short circuits between pins. Such shorts could be modeled with
the bridging fault model. However, this model is mainly used
at gate or transistor level. As stated in [23] most high-level
bridging faults can be detected by stuck-at test patterns. The
open fault model assumes that a wire is broken, such that
an input is disconnected from the output that should drive it.
As with bridging faults, the resulting behavior depends on the
circuit implementation. However, since we consider only the
effects on the result of the concerned signal, opens can also
be modeled with SAFs.

B. Memory Coupling Faults

To increase the accuracy of our fault model, we take
particularities of memory components into account. Functional
faults describe the deviation of an observed and a specified
behavior after a certain number of memory operations have
been performed [24]. If this operation sequence results in a
deviation of observed and expected memory behavior, then it
is called a sensitizing operation sequence (S). The observed
memory behavior that deviates from the expected behavior is
called faulty behavior (F). The combination of S, F and the
read result (R) specifies a fault and is called a fault primitive
denoted as < S/F/R >.

Functional fault models (FFMs) for variable memory can
be classified in static and dynamic and in single-cell and
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TABLE IV. FEATURED SINGLE-CELL FFMS ACCORDING TO [24]

Functional fault model Fault primitives

STATIC FFMS

State faults (SF) SF0=<0/1/->, SF1=<1/0/->
Transition fault (TF) TF↑=<0w1/0/->, TF↓=<1w0/1/->
Read disturb fault (RDF) RDF0=<0r0/1/1>, RDF1=<1r1/0/0>
Write disturb fault (WDF) WDF0=<0w0/1/->, WDF1=<1w1/0/->
Incorrect read fault (IRF) IRF0=<0r0/0/1>, IRF1=<1r1/1/0>
Deceptive RDF (DRDF) DRDF0=<0r0/1/0>, DRDF1=<1r1/0/1>

DYNAMIC FFMS

Read disturb fault (RDF) RDF00=<0w0r0/1/1>, RDF11=<1w1r1/0/0>
RDF01=<0w1r1/0/0>, RDF10=<1w0r0/1/1>

Incorrect read fault (IRF) IRF00=<0w0r0/0/1>, IRF11=<1w1r1/1/0>
IRF01=<0w1r1/1/0>, IRF10=<1w0r0/0/1>

Deceptive RDF (DRDF) DRDF00=<0w0r0/1/0>, DRDF11=<1w1r1/0/1>
DRDF01=<0w1r1/0/1>, DRDF10=<1w0r0/1/0>

TABLE V. EXTRACTION OF XML STRUCTURE FOR THE FAULT

LIBRARY DEFINITION.

Label Description

<component> Target component: CPU, RAM, or REGISTER (see Table III)
<target> Target point as outlined in Table III
<mode> Fault mode, e.g. BIT-FLIP, STUCK-AT, NEW VALUE, or

DRAM fault as shown in Table IV
<trigger> Triggering mode: ACCESS, TIME, or PC
<type> Fault type: TRANSIENT, PERMANENT, or INTERMITTENT
<timer> Start time for intermittent and transient faults
<duration> Duration for intermittent and transient faults
<interval> Interval for intermittent faults
<mask> Mask for fault position
<cf_address> Coupling cell address for coupling faults
<instruction> Instruction that should be replaced
<set_bit> Defines, if a selected bit should be set or reset

two-cell FFMs. Single-cell static FFMs describe faults, which
are sensitized by performing one operation to a single cell.
Dynamic faults, describe faults with are triggered after per-
forming more than one operation to a single cell. The FIES
tool supports 2-operation dynamic FFMs and static as listed
in Table IV. This fault model provides a realistic simulation
of faulty cells in the main-memory. Additionally, it is used to
simulate faults in registers, since register files have a physical
structure very similar to a tiny SRAM [25].

C. XML-Based Fault Definition

The FIES tool supports an user-friendly definition of faults
and an automated simulation of fault injection experiments, a
fault library can be defined in XML format similar as proposed
in [21]. Exemplary XML parameters are shown in Table V.

V. CASE STUDY

This section provides a case study showing the applicability
of FIES for the evaluation of a well-known memory test.

A. Target Environment

We applied the proposed framework to support the design
of SBSTs for an industrial programmable logic controller
for hydro-electrical power plants. This controller is based
on the Freescale i.MX28 EVK system-on-chip featuring the
ARM926EJ-S processor. We defined this platform in QEMU,
which is used to execute the target operating system SafeRTOS
that executes self-tests.

B. Memory Self-Test Use Case

Here, we describe the evaluation of a transparent word-
oriented march test, which is mentioned in the IEC 61508
standard. We implemented this test in the C programming
language. After starting FIES, a lightweight, text-based QEMU
monitor appears and a fault injection experiment can be started
with a command providing the path to the fault library.
An illustrative XML fault library can be seen in Fig.3. For
example, the first fault description defines to inject a deceptive
read disturb fault to all bits (mask 0xFFFF) of a given address.

When executing the march test only four of the five defined
faults become active, since the WDF (ID=3) is never triggered.
The reason for this is that the implemented transparent march
test only uses the initial and the inverse-initial memory content
as data pattern. Consequently, there is no transition from a
logical one to a logical one, which would trigger a WDF fault.
Fig. 4 shows the output of the march test. It can be observed
that all specified faults are detected. After the execution of the
self-test the FIES tool lists details about the injected faults and
summarizes the experiment by showing the DC (see Fig.5).
Although for a comprehensive self-test evaluation more test-
cases are required, this example illustrates the applicability of
the FIES tool.

<injection>  
<fault> <id>1</id> 
  <component>RAM</component> 
  <target>MEMORY CELL</target> 
  <mode>DRDF0</mode> <trigger>ACCESS</trigger> 
  <type>PERMANENT</type> 
  <params>  
     <address>0x40200934</address> 
     <mask>0xFFFF</mask> 
  </params> 
 </fault> 
 <fault> <id>2</id> 
   <component>RAM</component> 
   <target>MEMORY CELL</target> 
   <mode>CFST11</mode><trigger>ACCESS</trigger> 
   <type>PERMANENT</type> 
   <params>        
      <address>0x40200936</address> 
      <cf_address>0x40200938</cf_address> 
      <mask>0x8001</mask> 
   </params> 
  </fault> 
  <fault> <id>3</id> 
   <component>RAM</component>     
   <target>MEMORY CELL</target> 
   <mode>WDF1</mode><trigger>ACCESS</trigger> 
   <type>PERMANENT</type> 
   <params>  
      <address>0x4020093a</address> 
      <mask>0xFFFF</mask> 
   </params> 
  </fault> 

  <fault> <id>4</id> 
   <component>RAM</component> 
   <target>MEMORY CELL</target> 
   <mode>SAF</mode> <trigger>ACCESS</trigger> 
   <type>PERMANENT</type> 
   <params>  
     <address>0x4020093c</address> 
     <mask>0x1</mask> <set_bit>0x1</set_bit> 
   </params> 
  </fault> 
<fault> <id>5</id>  
  <component>RAM</component>  
     <target>MEMORY CELL</target>  
     <mode>SAF</mode> <trigger>ACCESS</trigger>   
  <type>PERMANENT</type>  
  <params> 
    <address>0x4020093e</address> 
    <mask>0x8000</mask>  
    <set bit>0x8000</set bit> 
  </params>  
</fault> 
</injection>�

Fig. 3. Extraction of the defined XML fault library to evaluate a march test.

Fig. 4. Serial output of the transparent march test.
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( FIES ) >> i n f o f a u l t s
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
i d : 1
mode : DRDF0
component : RAM
t a r g e t : MEMORY CELL
. . .
−−−−−−−−−−−−−−−−−S t a t i s t i c s−−−−−−−−−−−−−−−−−
I n j e c t e d f a u l t s : | Number :

RAM permanen t | 4
RAM t r a n s i e n t | 0
CPU permanen t | 0
CPU t r a n s i e n t | 0
R e g i s t e r pe rmanen t | 0
R e g i s t e r t r a n s i e n t | 0
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
T o t a l i n j e c t e d f a u l t s | 4
T o t a l d e t e c t e d f a u l t s | 4
T o t a l d i a g n o s t i c c o v e r a g e [%] | 100 .00
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Fig. 5. Sample summary of a fault injection experiment to assess a SBST
provided by the FIES tool.

VI. CONCLUSION AND FUTURE WORK

There is a lack of tools that support assessing IEC 61508
self-tests for COTS processor-based systems without the need
for netlist or HDL hardware models. To fill this gap, we
proposed FIES - a QEMU-based fault injection framework.
QEMU provides an instruction-level emulation of COTS hard-
ware, such as ARM processor cores. In contrast to related
work dealing with QEMU-based fault injection, this paper
focuses on the implementation of IEC 61508 fault models.
FIES is able to simulate various hardware faults in the address
decoder, memory cells and the read/write logic of an embedded
DRAM. It supports the modeling of faults in the control and
execution path of an closed-source ARM9-CPU. Furthermore,
FIES features an extended functional fault model to simulate
the static and dynamic behavior of a faulty memory cell.

The proposed framework allows to assess SBSTs by only
slightly changing them (to increase the counter of the detected
faults). It provides efficient feedback about the quality of the
assessed SBST by showing a clear summary about the detected
faults and the resulting diagnostic coverage. Furthermore, it
can be used in early design stages, since a hardware prototype
is not needed. The tool supports a user-friendly definition of
faults in XML, which are automatically injected. The appli-
cability of the tool has been demonstrated with the evaluation
of a memory test. We continually further improve the FIES
tool. Currently, it is used for the development of SBSTs for
an ARM-based safety-critical controller for hydro-electrical
power plants.

In the future, we intend to use the tool for the evaluation
of further SBSTs and to provide comprehensive fault libraries.
Additionally, we plan to extent the tool to support the evalua-
tion of fault tolerance of application software in the context of
a given system in order to identify dangerous and safe faults.
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