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Abstract. Hardware implementations for contactless devices like NFC
or RFID tags face fierce constraints concerning the chip area and the
power consumption. In this work, we present the low-resource hardware
implementation of a 16-bit microprocessor that is able to efficiently per-
form Elliptic Curve Cryptography (ECC). The highly optimized design
features the calculation of the Elliptic Curve Digital Signature Algorithm
(ECDSA) using the standardized NIST curve in the finite field Fp192 . We
carefully selected the underlying algorithms to minimize the required
memory resources while also keeping the required runtime within rea-
sonable limits. In total, the microprocessor requires a chip area of 11686
gate equivalents and performs the ECDSA within 1377k clock cycles,
which is to our knowledge the smallest implementation of ECDSA using
the NIST P-192 curve published so far.

Keywords: Low-Resource Hardware Implementation, Microprocessor,
Elliptic Curve Cryptography, ECDSA

1 Introduction

With the introduction of contactless technologies like Near Field Communication
(NFC) and Radio Frequency Identification (RFID) the vision of the Internet of
Things (IoT), where arbitrary objects communicate with each other, becomes re-
ality. Until now, a major roadblock for large-scale use of this pervasive technology
is the lack of security concepts and the missing low-resource implementations of
cryptographic algorithms and protocols. With the introduction of security ser-
vices like authentication and confidentiality the consumer acceptance can be
improved. In our opinion, using strong cryptographic algorithms with a high
security level and which are standardized is essential. This becomes comprehen-
sible by looking at recently published attacks against proprietary solutions like
the Mifare system [26].

A very suitable method of preventing attacks like forgery of goods is to use
an authentication protocol with a digital signature scheme like the Elliptic Curve
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Digital Signature Algorithm (ECDSA). Elliptic Curve Cryptography (ECC) can
be used as a very efficient public-key scheme for low-resource processing because
it requires far less resources than the widely known RSA scheme. With the
ECDSA on a passive tag a proof-of-origin application can be easily established
with the following approach. In principle, the passive tag stores a certificate in its
non-volatile memory that has been signed by a central authority. First the reader
retrieves the certificate from the tag and verifies the validity of the public key.
Then it sends a random challenge to the tag. The tag uses its private key within
the ECDSA to sign this challenge to prove the knowledge of the private key. The
signature returned to the reader allows the verification of the authenticity of the
tag.

Passively powered devices like NFC cards or RFID tags have fierce constraints
concerning the chip area and power consumption. This is due to the low-cost
requirement and the contactless operation, where the tag gets supplied from the
electromagnetic field of a reader device. However, Elliptic-Curve operations with
its underlying finite-field arithmetic is computational very intensive. Hence, a
hardware module that performs ECDSA has to be highly optimized. In literature,
implementations of ECDSA use one of three different design approaches. The
first is to use an 8-, 16- or 32-bit general-purpose microprocessor [5, 9, 10, 13,
15]. In contactless devices where the application is fixed this approach is rather
inefficient. The second possibility is to implement instruction-set extensions to
an existing processor. The work of Großschädl et al. [8] evaluates this method.
The third approach is to implement dedicated hardware modules with the single
purpose to calculate ECDSA [3, 7, 14, 23–25].

In this paper we incorporate the ideas of building an optimized dedicated
hardware module with the flexible approach of a general-purpose processor by
designing a customized processor for calculating ECDSA. This approach com-
bines the advantages of both implementation concepts. First, it can be extended
with further functionality like protocol handling and other administrative tasks
in a contactless device, but it is optimized for low-resource requirements, espe-
cially low chip area. In order to achieve the ambitious design goal to build the
smallest hardware module for calculating ECDSA using the standardized NIST
curve in Fp192 , the instruction set and the used algorithms have been optimized.
For that optimization, a multiply-accumulate unit is used in the ALU of the
processor, the memory access to the RAM macro has been improved and the
used algorithms are very memory and time efficient.

This paper is composed to show which measures have been taken to im-
plement the smallest ECDSA hardware module. Section 2 presents a system
overview, explains why the NIST P-192 curve has been selected and why a the
implementation of a microprocessors is the best approach. Section 3 shows the
selected algorithms used for ECC calculations and the underlying finite-field op-
erations. In Section 4, the architecture of the microprocessor is depicted and the
results of the design are shown in Section 5. Finally, conclusions are drawn in
Section 6.
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2 System Overview

In the following, we answer a few questions that allow a better understanding
of the system and give insights to the most important design decisions.

2.1 Why are prime fields used as underlying fields?

The Elliptic Curve Digital Signature Algorithm can be performed, using various
different elliptic curves and parameters. Binary extension fields F2m are used for
many area-optimized ASICs. Unfortunately for an ECDSA signature, prime-field
Fp operations are needed for the final operations, independent whether binary
or primary fields are used as underlying field of the elliptic curve. So there are
two solutions for this problem: either build an ASIC that is optimized for binary
fields and extend it to be capable of calculating the final prime-field operations,
or use prime-field only ECDSA parameters. In the second case, only prime-field
arithmetic is required throughout the algorithms. As a result, the number of
necessary arithmetic hardware components can be minimized. We think that
the smallest implementations are processors that only use prime fields.

2.2 Is a microprocessor required?

A common application for elliptic curve signatures are smart cards. A future
application for elliptic curve signatures are RFID tags, which today only have
dedicated finite state machines. Both of those technologies have defined wireless
interfaces (e.g. ISO-14443 [19] or ISO-15693 [18]). Those protocols can easily be
implemented using a microprocessor. By having a small microprocessor manag-
ing the protocol and a co-processor handling the ECDSA signature introduces
the problem of redundant hardware. Using the microprocessor for both tasks
reduces the total chip-area requirement of an RFID tag. We think that a design
using a processor will be used for the future ECC-capable RFID tags.

2.3 Why is a custom designed microprocessor necessary?

A good starting point would be to modify an existing processor. But in order to
have maximum security, flexibility and performance, a custom processor has been
designed. As a result, the functionality and the instruction set of the processor
can be chosen freely. The requirements for such a processor are listed in the
order of their importance:

– Security is more important than any other attribute. Nobody wants to pay
for an insecure design. In the presented design, security is achieved by se-
lecting secure, standardized and performance-efficient algorithms. Measures
to counteract side-channel attacks have been implemented.
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– Low-Area. The most important factor for electronic bulk commodity, using
RFID systems are the costs of the tag. The price is mainly defined by the
used manufacturing process and the required chip area. Fulfilling the low
area requirement is achieved by using a small set of registers and a rather
small, 16-bit multiplier. In general, the memory is the largest module of an
ECDSA design. So, in order to keep the memory requirements low, curve
parameters with a small prime size are selected: NIST-P192.

– Low-Power. The power for RFID tags is supplied by an electromagnetic
field that is transmitted by a reader. The available power of such an elec-
tromagnetic field is limited by international regulations and decreases pro-
portional to the distance between the tag and the reader antenna. As a
result, the available power for an RFID tag is very low. For the implemented
processor shown in this paper, we have concentrated our efforts on the low-
area requirement and used methods like clock gating (for the registers) and
operand isolation (for the multiplier) to reduce the power consumption.

– Reusability. A processor that does not at least support a minimum set of
operations is practically useless. Such a processor would not be very flexible
and nobody would use it. In our design the operations provided by the
Thumb [1] and AVR [2] instruction sets are used as references. Both use a
small, 16-bit instruction word. The resulting instruction set is extended and
optimized for ECDSA and still supports the most important general-purpose
instructions.

– Performance is a very important factor for every design. The special prop-
erties of the selected NIST-P192 parameters, make a fast reduction procedure
possible. To further increase the performance of the presented processor, the
memory access has been optimized and the instruction set has been paral-
lelized.

2.4 Why is the signature verification algorithm implemented?

First of all, it is important to understand that the shown design is optimized for
the ECDSA signature generation algorithm. Adding the extra functionality of a
signature verification is very cheap. Only a few extra assembler functions and a
bit more memory is required. However, having a signature verification algorithm
on an embedded tag, greatly extends the usability of such a tag. In the case of
an RFID reader-and-tag scenario, the tag could proof the authenticity of the
reader, before actually sending his own digital signature.

With the hope that all the important questions are answered at this point,
a more detailed discussion of the used algorithms is possible.

3 Implemented Algorithms

In order to calculate an elliptic curve signature, various algorithms need to be
implemented. We decided not to cover an introduction to elliptic curves, point
and field arithmetic, but we want to encourage the interested reader to take a



Low-Resource Design of an ECC Processor 5

look into [12]. The elliptic curve digital signature and verification algorithms are
shown in Algorithm 1 and Algorithm 2.

Algorithm 1 ECDSA signature generation.

Require: Domain parameters, private key d, message m.
Ensure: Signature (r, s).
1: Select k ∈R [1, n− 1].
2: Compute kP = (x1, y1) and convert x1 to an integer x̄1.
3: Compute r = x̄1 mod n. If r = 0 then go to step 1.
4: Compute e = H(m).
5: Compute s = k−1(e+ dr) mod n. If s = 0 then go to step 1.
6: Return(r, s).

Algorithm 2 ECDSA signature verification.

Require: Domain parameters, public key Q, message m, signature (r, s).
Ensure: Acceptance or rejection of the signature.
1: Verify that r and s are integers in the interval [1, n − 1]. If any verification fails

then return(“Reject the signature”).
2: Compute e = H(m).
3: Compute w = s−1 mod n.
4: Compute u1 = ew mod n and u2 = rw mod n.
5: Compute X = u1P + u2Q.
6: If X =∞ then return(“Reject the signature”);
7: Convert the x-coordinate x1 of X to an integer x̄1; compute v = x̄1 mod n.
8: If v = r then return(“Accept the signature”);

Else return(“Reject the signature”).

3.1 Scalar Point Multiplication

The majority (about 95%) of the ECDSA’s execution time is spent on the elliptic
curve point multiplication (line 2 in Algorithm 1 and line 5 in Algorithm 2). This
point multiplication algorithm needs to be save from simple and differential
power analysis attacks. So it is necessary to use a point multiplication scheme
as it is shown in Algorithm 3. In this scheme, point addition and point doubling
is performed for every bit of the scalar. The only difference between a one and
a zero bit in the scalar are some address bits. Because of this small change,
we posture that a simple power analysis is not possible. A differential power
analysis is also not possible because the ephemeral key k is changed in every
request. Nevertheless, information about the point multiplication is additionally
masked with a method called Randomized Projective Coordinates introduced
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Algorithm 3 SPA-safe point multiplication.

Require: k = (kt−1, ..., k1, k0)2, kt−1 = 1, P ∈ E(Fq).
Ensure: kP .
1: Q[0]← P .
2: Q[1]← 2P .
3: for i from t− 2 to 0 do
4: Q[1⊕ ki]← Q[ki] +Q[1⊕ ki]
5: Q[ki]← 2Q[ki]
6: end for
7: Return(Q).

by Coron [6]. This very cheap and effective countermeasure multiplies the initial
base point P = (X,Y, Z) with a random integer λ so that P = (λX, λY, λZ).

The point multiplication, as it is presented in Algorithm 3 can be further
improved with the following methods:

– The Montgomery ladder introduced by Izu et al. [20] can be used to calculate
a multiplication without the y-coordinates of the points. Let x1, x2 be x-
coordinate values of two points P1, P2 of an elliptic curve E : y2 = x3+ax+b.
Then the x-coordinate value x3 of the sum P3 = P1 + P2 is given by

x3 =
2(x1 + x2)(x1x2 + a) + 4b

(x1 − x2)2
− x′

3 (1)

where x′
3 is the x-coordinate value of P ′

3 = P1 − P2. On the other hand, the
x-coordinate value of x4 of the doubled point P4 = 2P1 is given by

x4 =
(x2

1 − a)2 − 8bx1

4(x3
1 + ax1 + b)

. (2)

– The doubling and add operations can be combined into a single function. As
a result, intermediate results do not have to be calculated separately.

– In order to calculate Equations (1) and (2) efficiently, the base point P =
(x, y) needs to be transformed to the standard projective representation
P = (X,Y, Z), where x = X/Z and y = Y/Z. As a result the inversions
needed in Equations (1) and (2) can be avoided during the double-and-add
algorithm. Note that one final inversion is still needed for the reversion of
the standard projection.

– The z-coordinates of both points can be represented by a common z-coordinate.
As a result, an 192-bit memory register can be saved.

All those optimizations have also been applied by Hutter [17] to create an
efficient double-and-add algorithm that only requires seven 192-bit registers.
This algorithm is based on the formulas by Izu et al. [20] and requires 16 field
multiplications and 16 field additions.

This efficient multiplication scheme is used for the signature as well as for
the verification algorithm. For that, the original algorithm needed some modifi-
cations. First of all, it cannot be assumed that the most significant bit of u1 or
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u2 is always set (as it is for signing). But with a simple loop, the parameter t
of Algorithm 3 can be easily found. Secondly, the base point P of the signature
algorithm is always fixed. In this case, x′

3 = Px and Q[1] ← 2P are both fixed
parameters that can be stored as constants. The verification algorithm performs
a point multiplication with the public key Q. Q varies from signature to signa-
ture. Therefore x′

3 and the initial Q[1] vary. As a result, additional data memory
is required for the storage of x′

3. The initial point doubling Q[1]← 2P has to be
done once per verification. This is implemented very efficiently using Equation 2
and standard projective coordinates, resulting in 2 multiplications, 2 squarings
and 10 additions. Two more functions are needed for a successful verification:
a y-recovery and a point addition. The point addition as shown in Equation 1
cannot be used, because it assumes a constant difference between P1 and P2. So,
the more general formula

x3 =

(
y2 − y1
x2 − x1

)2

− x1 − x2 (3)

which also uses the y-coordinates of the points is used. As a result a y-recovery
has to be performed after each point multiplication. The y-recovery is done
within the projected coordinates and needs 9 multiplications, 2 squarings, 9
additions and no inversion. The point addition algorithm needs 8 multiplications,
2 squarings and 4 additions. It takes advantage of the fact that only the x-
coordinate is needed for the verification algorithm.

Up to now, it has been assumed that efficient field operations are available.
Those operations are described in the following subsection.

3.2 Finite-Field Arithmetic

The finite-field operations build the basics for the point multiplication and
are the most time-critical algorithms. They are performed modulo the prime
p192 = 2192 − 264 − 1. Whereas the field addition and subtraction operations
can hardly be optimized, there are a lot of possibilities to improve the field
multiplication. Most importantly, we designed our processor with a multiply-
accumulate unit as central arithmetic logic unit. As a result, a fast product
scanning multiplication algorithm can be applied. Secondly, contradicting the
low-area requirement, all loops are unfolded. By doing so, no cycles for in/de-
creasing memory reference registers or variable range checks are wasted. Thirdly,
the reduction of the upper half of the multiplication result is done in-place. This
behavior has hardly any effect on the execution time but reduces the requirement
for any temporary memory. Table 1 shows the big difference between the native
and the highly optimized instruction set. For the native implementation, very
simple instructions have been used. By modifying those instructions and paral-
lelizing data load and calculation instructions, the runtime has been improved
by a factor of 2.5. Furthermore, by using the available work registers as Cache,
the runtime has been reduced to 328 cycles. This renders very effective because
a single-port memory is used due to the the low area requirement.
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At this point it is interesting to note that the squaring operation has been
omitted. By adding such a function to the design, the runtime improves by 7.6%,
whereas the area increases by 15.5%. Hence, we decided to use the standard
multiplication for squaring. Most of that area increase is resulted by having a
program memory with more entries.

Further necessary operations are field addition, multiplication and inversion
algorithms that use a general integer n as modulo (lines 3-5 in Algorithm 1
and 3-4 in Algorithm 2). The prime used for those operations is not as nice as
p192. More general algorithms need to be used. For the multiplication, the Finely
Integrated Product Scanning Form (FIPS) of a Montgomery multiplication al-
gorithm by Koc et al. [22] is used. Table 1 shows a short comparison of three
different implementations: Using a native instruction set with unfolded loops,
using the optimized instruction set for the same implementation and using the
optimized instruction set and loops in order to reduce the code size. Because
the Montgomery Multiplications are less relevant concerning the runtime, the
smallest implementation is used.

Method Cycles Code Size

NIST P-192

Native IS 997 997
Optimized IS 401 401
Registers as Cache 328 328

Montgomery Multiplication

Native IS 1580 1580
Optimized IS 651 651
Optimized Loops 2021 84

Table 1. Comparison of different multiplication functions. IS stands for Instruction
Set. The bold implementations have been used.

The slowest of all algorithms is the inversion algorithm. This algorithm is
needed for the reversion of the projective point coordinates (inversion of the
z-coordinate) and the inversion of k and s in the ECDSA algorithm. For that a
Montgomery inverse algorithm (see [21]) with final Montgomery multiplication
(see [11]) is used. Because the speed is of minor importance, the focus has been
on a small (program-memory efficient) implementation.

Generally, its a balancing act to choose which resources are spent on perfor-
mance and which hardware is rather omitted. The next section covers a discus-
sion of the used hardware architecture.

4 Hardware Architecture

All the previously described algorithms are implemented on a brand new pro-
cessor architecture (see Figure 1). This processor is fully custom designed to
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perfectly suit the elliptic curve algorithms. Because of the aspired RFID appli-
cation, the processor is ought to run on a relatively low frequency (less than
20MHz) and be as area efficient as possible. The design is based on a Harvard
architecture (separated program and data memory). Investigation showed that a
16-bit word size is a good compromise between a low-area design and still being
able to compute an ECDSA signature within a reasonable time.

Register File Data Memory

ALU

Program
Memory BasePC Input

Output

Arithmetic
Unit

Logic
Unit

Multiply-Accumulate
Unit

Branching

Instruction
Decoder

(optional)

Work Acc

Data
RAM

Constant
ROM

I/O

111x16 100x16

1662x72

Fig. 1. Block diagram of the implemented processor with register file, ALU, data mem-
ory and program memory with the instruction decoder.

Many implementations (see [3, 14]) have the problem of an excruciating large
data memory. They make use of synthesized dual-port memories. Although a
dual-port memory improves the runtime of a signature generation by a factor of
two, it has been decided to use a much smaller, single-port RAM macro. As a
result, the data memory is implemented very area efficiently.

The data memory is split in three parts. One is the already mentioned RAM
macro. A second part is a look-up table for constants. The third part are memory
mapped inputs and outputs (I/O). Those I/O modules can be any memory logic
necessary for the design. In the case of an RFID tag an interface such as ISO-
14443 or ISO-15693 (see [19, 18]) would be such an I/O module.

The program memory is a synthesized look-up table. All 72 control signals
are directly encoded in each entry of the table. Two other implementations with
an optimized instruction set that use a 16-bit look-up table or a 16-bit ROM
macro need more chip area. Those implementations would use the instruction
decoder shown in Figure 1. The index for the selection of the control vector is
the program counter (PC) of the CPU.
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The CPU is equipped with a small register file. Like every other processor,
it comes with a program counter and a stack pointer register. Because of the
multiply-accumulate unit embedded within the ALU, an accumulator register
is part of the design. This accumulator is actually implemented as three 16-bit
registers. Further required registers are three ’base’ registers, used to reference
memory locations, and four work registers. Those work registers are the only
registers without any special purpose. The CPU also contains status bits (Carry,
Zero, Overflow, Negative) that are found in every microprocessor.

With this basic information, it is possible to look at some details. The most
important feature of the processor is that it can process data loaded from the
memory very efficiently. Unlike other designs, where the data from the memory
needs to be stored in a register before it can be used, our processor can pro-
cess the newly loaded data directly. This is especially important for the memory
intensive field-multiplication algorithms. Another important feature is that the
result of an ALU operation can be directly stored in a register and the memory.
Such features in connection with the parallelized instruction set is the perfect
environment for a fast and efficient calculation of an ECDSA signature. In this
case, ’parallelized’ means that several operations are encoded within one instruc-
tion and therefore they can be performed within the same cycle. As an example,
a multiply-accumulate instruction that processes the read data can also request
new data from the RAM within the same cycle. A short example that combines
all those advantages is shown in Figure 2. The results of those optimizations has
already been shown in Table 1.

1 LD A1
2 MOVNF
3 LD B11
4 MOVNF
5 MULACC
6 LD A2
7 MOVNF
8 LD B10
9 MOVNF

10 MULACC
11 LD A3
12 MOVNF
13 LD B9
14 MOVNF
15 MULACC
16 STR Acc0
17 RSACC

1 LD A1
2 MOVNF LD B11
3 LD A2 MULACC
4 MOVNF LD B10
5 LD A3 MULACC
6 MOVNF LD B9
7 MULACC STR Acc0 RSACC

Fig. 2. Part of a field multiplication algorithm. It stores and right shifts the result of
the following equation: A1 · B11 + A2 · B10 + A3 · B9. On the left hand side is the
un-optimized code. On the right hand side is the resulting optimized code. MOVNF
stores the previously loaded data into a register.
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5 Results

The results of our implementation are summarized in Table 2. For achieving
these results, we used the UMC-L180 technology in connection with the synthe-
sis tool Design-Compiler from Synopsys. As already mentioned, the signature
verification algorithm can be easily implemented based on the signature genera-
tion algorithm. Hence, we compare the sign-only version with the sign-and-verify
implementation in the following.

Part Sign Verify (+ Sign) Difference

Execution Time [kCycles]:

Field multiplication 1003 2013 +100.7%
Field add/subtract 196 392 +100.0%
Montgomery inverse 95 95 -

Total 1377 2645 +92.1%

Number of words/entries:

Data RAM 111 149 +34.2%
Program memory 1662 2321 +39.7%
Constants 100 148 +48.0%

Area [Gate Equivalents]:

Program memory 4092 5441 +33.0%
CPU 4354 4354 -
Data RAM 2553 2988 +17.0%
Other 687 837 +21.8%

Total 11686 13620 +16.5%
Table 2. Comparison of two processor implementations. One is used for the ECDSA
signature generation, the other one for the verification of an ECDSA signature.

Because the verification algorithm needs two point multiplications, the exe-
cution time differs greatly. Almost twice as much cycles are required for the field
multiplications and additions used within the verification algorithm. The total
cycles spent on the Montgomery inversion is roughly the same because both im-
plementations need two inversions. Although larger memories and look-up tables
are required for the verification design, this results in a small increase of the total
area requirement by only 12.4%.

Relative to the total runtime of the signature generation algorithm, 73% of
the runtime is spent on the field multiplications, 14% on the field additions
and subtractions and 6.9% on two executions of the Montgomery inverse. Also
an investigation on the used instructions has been made. The five most used
commands (of 46 in total) are in connection with the memory. Four of them
are parallelized instructions. Compared to dedicated co-processors, the CALL
and RET instructions are a sign of overhead of the presented processor. Both
instructions cover 44412 cycles, which is three percent of the total runtime.
In other words, the runtime overhead of the presented processor is very small
compared to a dedicated co-processor.



12 Erich Wenger1, Martin Feldhofer1, Norbert Felber2

In many other ASIC designs, the control logic is the smallest part. However,
the largest part of our processor is the program memory. It takes up 4092GE
of the total chip area. This is because the implemented ECDSA signature algo-
rithms needs a lot of different sub-functions. The major part of the CPU is the
ALU with 2608GE.

Area Cycles ECC VLSI Processor
[GE] [kCycles] Curve technology

Kumar 2006 [23] 15094 430 B-163 AMI C35 NO
Hein 2008 [14] 13685 306 B-163 UMC L180 NO
Yong Ki Lee 2008 [24] 12506 276 B-163 UMC L130 YES
Bock 2008 [4] 12876 80 B-163 220nm NO
Leinweber 2009 [25] 8756 191 B-163 IBM L130 YES

Auer 2009 [3] 24750 1031 P-192 AMS C35 NO
Fürbass 2007 [7] 23656 500 P-192 AMS C35 NO
Hutter 2010 [17] 19115 859 P-192 AMS C35B4 YES
This work 11686 1377 P-192 UMC L180 YES

Table 3. Comparison of our implementation with related work.

Table 3 gives a comparison of our work with various other publications. All of
those implementations have been optimized for low area and low power require-
ments. Some implementations use the binary extension field F2163 (according to
NIST). This field provides a big advantage over the NIST prime fields Fp192 . The
computational complexity of a field multiplication is a lot lower. Hence the total
number of cycles required for a point multiplication is a lot simpler. So it is not
unexpected that the designs by Kumar, Hein, Yong Ki Lee, Bock and Leinweber
(see [4, 14, 23–25]) are better in terms of area and execution time. But none of
those designs implemented a full ECDSA signature. All of them concentrated on
an efficient point multiplication.

Our implementation covers the ECDSA and SHA-1 algorithms and even so,
it is 40% smaller than the smallest NIST P-192 implementation by Fürbass [7].

Because our created processor does not only outperform the shown dedicated
hardware modules we also compare our work with implementations on other
processor platforms. The comparison shown in Table 4 only lists papers which
provide results for a NIST P-192 point multiplication.

Processor Word size Cycles
[bit] [kCycles]

Gura 2004 [10] AVR ATmega128 8 9920
Hu 2004 [16] Trimedia TM1300 32 2955
This work 16 1377

Table 4. Comparison of the performance of different processors.



Low-Resource Design of an ECC Processor 13

Our processor performs better than the implementation by Gura et al. [10]
on an 8-bit AVR processor. This probably is due to the small word size of that
processor. But our design is also twice as fast than the implementation by Hu et
al. [16] on a 32-bit Trimedia processor. This is especially spectacular, because the
word size of the Trimedia processor is twice the word size of our implementation.

Using the tool First Encounter, a power simulation of the placed and routed
design resulted in a power dissipation of 193µW at a frequency of 1.695MHz.
This is an eight of the carrier frequency used for a ISO-14443 RFID tag.

6 Conclusion

In this paper we have presented the hardware design of a low-resource micropro-
cessor that has been optimized for the implementation of Elliptic Curve Cryptog-
raphy. We have investigated the required algorithms to perform ECDSA signa-
ture generation and verification for the NIST P-192 curve which is defined over
the prime field Fp192 . The 16-bit microprocessor in Harvard architecture fea-
tures a multiply-accumulate unit and has optimized access to the data memory
in order to perform fast finite-field operations and hence allows fast ECC point
multiplication. The processor has a chip area of 11686 gate equivalents including
program memory, data memory, register file and ALU. It requires for the calcu-
lation of one ECDSA signature 1377k clock cycles. Our solutions outperforms all
published software solutions and dedicated hardware modules in terms of chip
area and allows an efficient calculation of ECDSA in authentication applications
for contactless devices.
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