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Introduction

Experience showed that within the area of documentation in a clinical centre, 
there are problems involved in acquiring the end user's acceptance of 
authentication solutions based on smart cards, passwords, finger prints or digital 
signatures (figure 1). However, the individual signature is still the most accepted 
method of certifying medical documents in hospitals. This project investigated 
solutions to the problem of using the biometric signature within a traditional 
clinical workflow of certifying Diagnostic Finding Reports (DFRs). For this 
purpose a framework application in C# and .NET on a Tablet-PC was 
implemented. To gain insight into the problems a usability study was carried out 
in real-life settings, involving N = 5 Medical Doctors (MD) from the Institute of 
Pathology. 

Material and Methods

During the signing process the MD work through a pile of printed DFRs, page 
for page, and either sign and release the reports or correct them by hand and 
return them for retyping. We call this process: on paper. The electronic solution, 
in which the users identify themselves by means of an account name and 
password, corresponds to the general methods currently used for identification 
in IT systems and/or user interfaces with authentication by means of digital 
signature. We call this process: electronic signature. Our solution, in which the 
physicians sign by means of a signature, corresponds, to a large extent, to the 
natural, print and sign, process. We call this process: biometrical signature. The 
processes were compared to the print and sign process and tested for usability 
in a real-life situation at the end-users workplaces (see figure 2 and 3). 

Results

From the experiments, a total of 150 measurements were taken. The results of 
the measurements can be seen in figures 4 and 5). The mean time of the paper 
based workflow was after a week slightly less, surely within variance. The mean 
time of the electronic version was significantly less after one week. 
Consequently the learnability of our software was satisfying. Although the mean 
time to perform the task was higher when using the electronic system, the 
participants liked the system generally. The biometrical signature was perceived 
as natural by all participants. The greatest disadvantage using a password was 
the effort to memorize the password and the unwieldy handling of the input. 
After the second trial, the software was felt to be slower by 3 participants 
although the response times were the same as in the first trial. A possible cause 
was that the novelty having worn off, natural impatience took over.

Conclusion

This study explored the extent to which the MD’s were supported in their 
workflow by the implementation of the biometric signature together with the 
electronic report and to what extent an appropriate solution can increase the 
worth of this support. Finally, a new method should not require a greater 
expenditure of time for learning, perception or execution as the previously 
employed method of the handwritten signature on documents. On the contrary, 
efficiency should be increased by the application of time-saving innovations, 
such as grouping (a number of documents can be controlled and marked for 
signing) the single signature then validates all documents. In this manner it is 
possible for the MD to sign up to 30 examination reports with one signature, 
which is a definite increase in efficiency and a time-saving for the physician. 
Further investigations into the security and efficiency of biometrical signatures 
will require the enlargement of the application to include every aspect involved 
with biometric signatures.
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Task 2 Signing
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