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From Computer Innovation to Human
Integration: Current Trends and Challenges
for Pervasive HealthTechnologies

Carsten Röcker, Martina Ziefle and Andreas Holzinger

1.1 Introduction

Identifying and understanding current trends and challenges for pervasive health
technologies in the twenty-first century is a challenging endeavor [70, 108, 122].
It requires the careful consideration of two major trends and their interplay. A first
line of research addresses emerging technological innovations over time. Technol-
ogy itself has made substantial progress and has undergone a fundamental change
over the last decades in both the medical sector as well as the field of information
and communication technology, which brings a variety of new possibilities to pro-
vide and deliver medical services [56, 62, 83]. A second line of research addresses
differences in the characteristics of target groups and user profiles [11, 109]. Today,
users of medical technology show completely different requirements than earlier
users of these technologies did. The diversity of users who come into contact with
medical and/or information and communication technologies is constantly increasing
[11, 69]. Hence, the adequate consideration of personal factors like gender or age
as well as aspects of culture and ethnicity are key concepts for human-centered
technology development [4, 31, 67].

At the same time, today’s information and communication technologies touch a
fragile cross-over point between surveillance and control on one side and support
and personal benefit on the other [59, 77, 106]. Especially in the context of medical
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technology, a sensible trade-off between benefits and empowerment of patients on
the one hand and barriers and stigma on the other hand needs to be respected.

The potential of pervasive health technologies is connected to a multitude of pos-
sible benefits on different scales [83]. They reach from societal benefits on a macro
level, in terms of meeting existing shortcomings with regard to the care of elderly
and providing universal access to medical technology, up to individual benefits on a
micro level, in terms of independent living. However, there are also serious concerns
regarding the violation of personal boundaries and comfort zones as well as issues
of data security and privacy [60, 85, 112, 119]. As current medical technology is
increasingly entering private spheres and literally crosses personal borders in case of
invasive technologies, questions of ‘control,’ ‘intimacy,’ ‘trust,’ ‘risk,’ and ‘reliabil-
ity’ are critical aspects to address [5, 76]. Also, societal attitudes towards frail and
old people as well as constructive handling of the ageism problem are serious issues
which need to be considered [71, 73].

In addition to the negative and stigmatizing attitudes towards older persons in
public perceptions of most societies [49, 120], older persons themselves regard a
dependency on technology and the resulting perceived loss of autonomy and control
as highly negative. This situation requires a profound change in the way the indi-
vidual aspects are addressed and calls for more holistic concepts of balancing the
various requirements that have to be met [52, 93]. Beyond the exclusive focus on the
technological potential and feasibility of pervasive health services, the inclusion of
human values, different usage contexts, and requirements of user diversity are key
aspects for the successful development of pervasive health technologies [6, 121].

In the following, we first concentrate on the description of technical innovations
and the way technology has changed over the years. In a second step, social and
societal challenges are outlined. Bringing both lines together, the third part of this
paper identifies future research challenges.

1.2 Technical Innovations

1.2.1 Intelligent Objects and Smart Environments

Over the past 50 years, wewent through different phases of computing (see [94]). The
years between 1960 and 1980 were characterized by mainframe computers that were
primarily used by big companies, universities, and governmental organizations.With
the emergences of smaller and more affordable computers in the 1980s, computing
ushered into a new phase. Personal computers found their way into many offices
and were used as general-purpose tools for a variety of office activities [79]. The
third wave of computing started with the wide-spread availability of mobile devices
and increased networking capabilities around the turn of the century. This so-called
ubiquitous computing era enabled computing anytime and anywhere [80] (Fig. 1.1).
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Fig. 1.1 Phases of Computing

During this time, we did not only see a tremendous increase in computing power,
we also experienced a shift in the relationship between computers and users [81].
While early computing systems required an entire team of engineers and com-
puter scientists to be operated and were jointly used by many people, this situa-
tion changed with the introduction of personal computing systems. This one-to-one
relation between users and computers changed again with the emergence of mobile
and embedded computers. Today, users interact with a multitude of computational
devices throughout the day.

While this situation represents normality for many people, we are currently on our
way towards a new era of intelligent, interconnected objects and smart environments
in which more and more computers are embedded in our physical environment and
unobtrusively support us in different areas of everyday life (see, for example, [35,
53, 84, 100]). In recent years, the term “Internet of Things” (IoT) is increasingly
used to describe this vision. Especially in business literature, the original concept
of ubiquitous or pervasive computing is often referred to as the Internet of Things.
Projections about the growth of the IoT vary considerably. Estimates range from 15
billion [47] to 25 billion [29] interconnected devices in 2015, and from 50 billion
[28, 29] to 100 billion [46] in 2020. Nevertheless, there is little doubt that a world of
networked devices will be the next big step. Some authors even argue that the “IoT
represents the future of computing and communication” ([34], p. 297).

1.2.2 Computing Moves to the Cloud

The Internet is often cited as one of the most influential developments of the last
decades. Originally started as a project of the US defense department to enable
the efficient usage of scarce computational resources in the late 1960s, the nature
of the Internet changed significantly over the following decades [78]. While in the
beginning access was restricted to a few research institutions, the wide-spread public
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usage of the Internet started in 1989 with the development of the World Wide Web
(WWW), a global network of webpages. For the first time, the WWW enabled users
to produce and consume content at the same time. However, its usage still required
substantial computer knowledge. In 1993, this was fundamentally changed with
the presentation of Mosaic, the first graphical web browser, which enabled easy
access to web-based information. In the coming years, more and more companies
and consumers discovered the Internet, which contributed to an immense increase
in the number of users. While around 45 million people were using the Internet in
1997, the number of users increased to more than 1.8 billion in 2009. Today, over
2.7 billion people are using the Internet worldwide, and in the developed world even
78 % of the households are connected to the Internet [48].

The availability of broadband Internet lines and the introduction of flat-rate fees
structures in the last decade contributed to a variety of newweb-based services. Today,
it is widely accepted that “cloud computing has emerged as a dominant paradigm”
[46]. Cloud computing does not only allow distributed computing over a multitude
of connected computational devices, it also enables nearly unrestricted access to
information for end users. Many cloud services are provided on a pay-per-use basis
or are free of charge, reducing the costs for users and thereby lowering the entry
barrier. Cloud computing also enables device independence as most services can
be accessed via web frontends which means that only a web browser is necessary
that can either run on a personal computer, tablet PC or mobile phone. In addition,
applications and personal data are usually stored on a third-party server in the Internet
which enables a location-independent use of services. Cloud-based services denoted
a substantial increase in the number of users over the last years which was fueled
by a steep drop in the costs for broadband connections. Worldwide, prices for fixed
broadband decreased by 82 % between 2008 and 2012 [48]. At the moment, an end
of the cloud computing trend is not foreseeable. Instead, current estimates predict a
further increase in cloud computing by 130 % within the next two years [95].

1.2.3 A World of Mobile Services

Besides cloud-based services, mobile computing is often regarded as themost impor-
tant technological innovation of the last century [46].With currently 6.8 billion active
mobile phone contracts, the number of subscriptions comes close to the world pop-
ulation of 7.1 billion people [48]. In its 2013 report, the International Telecommu-
nication Union ([48], p. 6) announced that “mobile-broadband subscriptions have
climbed from 268 million in 2007 to 2.1 billion in 2013” which “reflects an aver-
age annual growth rate of 40 %, making mobile broadband the most dynamic ICT
market.” And this trend is not restricted to mobile phones alone. Recent sales data
show that mobile devices replace stationary computers in many areas. In the fourth
quarter of 2012—and less than three years after their introduction—global shipment
of tablets PC surpassed the shipment of desktop computers and notebooks or the first
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time [66]. With the widespread diffusion of mobile devices, it is highly likely that
the usage of cloud services will further increase.

1.2.4 Collective Intelligence and User-Generated Content

The previous sections illustrated significant achievements in computer science which
had a fundamental influence on our everyday life. However, not only technology was
refined and advanced. The behavior of users and their attitude towards technology has
undergone a significant process of change as well [123]. One of the most important
changes of the last years is probably the increasedwillingness of users to generateweb
content.User-friendlywebpages and new interaction concepts offer easy and intuitive
ways of providing feedback and thereby contribute to a continuously increasing
database. This independent collaboration in form of personal user feedback does not
only increase the informational value of a specific webpage, it also contributes to
the Internet as a whole: the more people contribute, the better the result. This effect
is often referred to as collective or swarm intelligence. Group processes enable to
accumulate knowledge in a way that goes far beyond what an individual would be
able to achieve. A good example for such processes is open-source software. The
collaboration of many independent programmers leads to sophisticated software,
often on a par with commercial products. Open-source programs are written by
dozens, sometimes even as many as thousands of individuals. None of these persons
would have the ability to write the code on their own, neither from the technical
programming skills required nor from the time that would be necessary to complete
the code.

User-added value and collective intelligence are the founding principles of many
Web 2.0 applications. This ‘microwork’ principle is the key to the success of most
social media websites which would not be able to exist without themultitude of small
contributions by a broad user base. Low technical entry barriers and high usability of
most of today’s websites are the basis for multi-party communication and the direct
exchange of experiences and knowledge within communities.

1.2.5 Big Data and Knowledge Discovery

Biomedical sciences are becoming increasingly data intensive and require as well as
advance new research strategies. Instead of following the classical research paradigm,
i.e., to set the hypothesis first and then gain data from experiments designed to test
this hypothesis, it is now the other way around. Consequently, data science is now
established as the fourth paradigm in the investigation of nature [36], after theory,
empiricism, and computation [14, 20]. Data science is the study of the generalizable
extraction of knowledge from data [25]. The masses of unstructured information as
well as dealing with large, complex, and often weakly structured data are often cited
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as mega challenges in biomedicine today [42]. The increasingly large amount of data
requires new, efficient, and user-friendly solutions for handling biomedical data.With
growing expectations of end-users, traditional approaches to data interpretation often
cannot handle the demands. Consequently, new computational and user-centered
approaches are vital for coping with this rising flood of data [42].

1.3 Societal Transformation Processes

In contrast to technical systems and devices of past centuries, technology usage
is no longer restricted to single technical systems within the working context but
increasingly enters all areas of daily life. In addition, more diverse user groups have
access to these new technologies. Yet the development of technology still seems
to be limited to the requirements and characteristics of young, technology literate
males of the middle and upper class in Western societies [64, 89, 101, 116]. It is
therefore highly imperative that the development of pervasive health technologies
adequately addresses both the specificity and diversity of users. This is not only
a matter of considering cognitive and sensory abilities and/or restrictions of target
users, but also includes issues of technology acceptance and human values in the
context of technology usage which are considerably affected by age and gender as
well as culture and ethnicity. These three aspects will be briefly illustrated in the
following sections.

1.3.1 Age, Technology Generation, and the Demographic Change

As a consequence to the demographic change [43], more and older adults are con-
fronted with a broad range of technology that they have to understand and use in
different situations of everyday life. Up to now, interfaces are often designed without
considering the abilities and needs of this user group [64, 89, 116]. Another blind
spot of today’s system design is user differences in technology education and expe-
rience [114]. Although technologies are supposed to be accessible to everyone, a
gap between computer literate and less computer experienced users (predominantly
older users) emerges. In this context, it should be kept in mind that older users differ
considerably with regard to their needs, abilities, and competencies [26, 69, 124].
This aggravates the situation especially for older adults, as the understanding of how
technology works is mainly gained through upbringing and socio-cultural factors.
Older adults were educated in times when technical devices were far less ubiquitous
and complex [115]. In order to address elderly users as a growing consumer group,
age-sensitive interface designs are needed [11].
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1.3.2 The Impact of Gender

While there is a considerable number of studies addressing gender differences in
the interaction with information and communication devices [105], comparably few
studies addressed gender differences in the field of acceptance of medical technology
[119]. However, especially gender seems to have specific importance for the accep-
tance of pervasive medical technologies. Research has shown that women report
lower levels of computer-related self-efficacy and higher computer anxiety [1, 19, 32]
as well as a lower perceived technical confidence when using technical devices [111].
As a consequence, more negative attitudes of women towards technology reduce the
probability of active interaction and lead to a generally lower computer-expertise
[88]. The lower technology aptitude and/or affection in general could also negatively
bias the acceptance of medical technologies. In addition, there are gender-specific
body-related attitudes that should be considered. Women have different standards
of morality and ethics in comparison to males [58], especially in combination with
expected physical harm [30, 55, 68]. This could also have an influence on women’s
evaluation of pervasive medical technologies and, in turn, modulate the acceptance
attitudes. Furthermore, it was found that women have different health-related cog-
nitions, connected to higher vulnerability perceptions towards feelings of physical
threat [16, 90]. Additionally, the degree of risk-taking behaviors turned out to be
gendered. Men have a higher risk threshold and take higher risks than women [104,
119]. Finally, the acceptance of invasive medical technology is of specific interest,
given the gendered nature of the nursing profession which is associated with the
traditional female role of caring for and nurturing others [113]. As women have a
higher life expectancy, an increasing number of female seniors will be a major target
group of pervasive health technology. Consequently, gender should be taken serious
as a key factor of technology acceptance in the medical sector.

1.3.3 Ethnicity and Culture

A clear shortcoming of current research in the field of pervasive health is the discus-
sion of interaction between technology, society, and culture. The claim for “universal
access” and overcoming of the “digital divide” is related to political systems, socio-
economic standards, and legal frameworks. Even today, there is a striking lack of
knowledge of how society and culture affect technology acceptance and the under-
lying reasons for or against technology usage [98, 99]. Comparably few studies
have been concerned with the investigation of technology acceptance across national
boundaries [3, 10, 86, 96, 102]. It is highly probable that the knowledge about
technology acceptance and its underlying framing conditions referring to highly
developed western countries do not hold for other cultures and ethnical groups.
Cultural beliefs, habits, and values form a cultural mental model [38] and impact
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the willingness to adopt and use medical pervasive technologies in different ways
[23, 54, 61, 98].

Technology is never used in isolation but within a social and cultural context.
Social taboos, legal and political constraints as well as ethical, social, and religious
traditions and habits differ across cultures. These contextual factors influence how
humans interact with technology [116] as well as how they evaluate the usefulness
and the need of a technology [4, 21, 72, 82, 112].

Thus, users around the world do differ in perceptions, cognitions, and the individ-
ual styles of thinking, cultural assumptions, and values [45]. This especially applies
to the developing world and countries with underdeveloped societal and economic
standards. But it also applies to those countries that experienced a very fast techno-
logical change over the last years, strive for economic welfare, and that are keen on
closing the technological gap to highly developed countries [8, 9].Whether pervasive
health technology is accepted in different cultures also depends largely on cultural
mindsets of family care, as well as on cultural ageing concepts [109]. Last but not
least, the openness to adopt pervasive technology also relies on societal frames and
healthcare structures [21], which might imply a different form of social and societal
responsibility of others. In addition, the cultural handling of illness and the accep-
tance of end of life decisions are highly culturally sensitive [15, 57, 91].

1.4 Resulting Research Challenges

The changes illustrated above lead to a variety of new research challenges of technical
as well as non-technical nature. Some of the most important ones are addressed in
the following sections.

One of the mayor technical research problems refers to the meaningful visual-
ization of the vast amount of medical data that is collected and stored in pervasive
health systems. In general, biomedical data models are characterized by significant
complexity [2, 40]. This makes manual analysis by end users often impossible. At
the same time, experts are able to solve complicated problems almost intuitively [74],
often enabling medical doctors to make diagnoses with high precision without being
able to describe the exact rules or processes used during their diagnosis, analysis, and
problem solving [75]. Consequently, it is a grand challenge to work towards enabling
effective human control over powerful machine intelligence by integrating machine
learning methods and visual analytics, and thereby supporting human insight and
decision making [39]. While Human-Computer Interaction (HCI) deals mainly with
aspects of human perception, cognition, intelligence, sense-making, and most of all
the interaction between human andmachine,Knowledge Discovery and Data Mining
(KDD) deals primarily with aspects of machine intelligence, in particular with the
development of algorithms for automatic data mining. Both disciplines have large
areas of unexplored and complementary subfields. Consequently, possible solutions
to many current problems in data intensive systems may be found at the intersec-
tion of HCI and KDD. One very promising approach is to combine HCI and KDD in
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order to enhance human intelligence with computational intelligence [41] and enable
end users to find and recognize previously unknown yet potentially useful and usable
information.

Further technical challenges include solutions for unobtrusive and ethically
acceptable patient monitoring [107], new forms of patient-centered interaction
devices [63] as well as approaches for efficiently integrating such devices into a
shared environment [103]. However, current research challenges are not restricted
to the technical domain alone, but they also include more general questions and
conceptual design decisions like viable solutions for integrating hospital and home
care [33, 92], new concepts for independent rehabilitation [18] as well as ways of
providing universal access to such solutions [17].

However, when addressing these challenges, it is important to also adapt the
resulting systems and applications to the dynamically changing needs of a diverse
and culturally biased user population. Against the background of user diversity, there
are a number of reasons that the acceptance of medical technology distinctly differs
from acceptance patterns of other technologies. First, medical devices are used for
critical health conditions and essential usage, instead of only for communication and
entertainment purposes as is the case for most modern information and communi-
cation technologies [12]. Second, beyond the importance of patient safety, medical
technology refers to “taboo related” areas that are associated with disease and ill-
ness [65, 111, 119]. Third, medical technology touches serious personal and vital
issues. As a consequence, medical monitoring is often perceived as intruding into pri-
vate spheres and violating individual intimacy, thereby provoking feelings of being
permanently controlled [59, 117]. The acceptance of medical technology is a con-
sequence of balancing the envisioned benefits against the perceived concerns in a
dynamic process, influenced and shaped by a variety of individual and situational
aspects [13]. Consequently, design approaches have to undergo a radical change
by taking current societal trends into account [118]. User diversity, in terms of age,
gender, social, and cultural factors, has to be systematically integrated into the devel-
opment process in order to provide human-centered pervasive health technologies
that truly meet the diverse requirements of their users. Studies show that older users
face difficulties in learning and using new computer applications and have higher
demands for usable interface designs [27, 37, 88]. Whenever interfaces are designed
with the abilities of older users in mind (meeting the age-related decrease in sensory,
motor, and cognitive abilities over the life span), the interaction of older users with
technology is considerably improved and even able to match the performance of
younger adults. Age-sensitive interaction concepts allow users with different ability
levels to successfully interact with new technical applications. Consequently, only
the integration of technical, personal, and societal requirements [50] can lead to truly
personalized [22, 97], age-sensitive [24], and context-aware designs [7, 51].



10 C. Röcker et al.

1.5 Conclusion

A systematic inclusion of human perspectives into technical development is a crucial
challenge for the design of future healthcare applications. Even though the idea of
user-centered design has been formulated a long time ago, the development focus
of technical products and services is still predominately on technical, economic and
legal aspects. Especially in the field of medical services in which technical innova-
tions led to numerous novel applications in the last years, it is of high importance to
consider the requirements and the needs of patients—and in particular elderly and
frail persons—in early phases of the design process. In this context, user acceptance
is a delicate good which can be supported by integrating the intended users into the
technical design process.

Only if needs, values, and individual usage habits are included into technology
development, humane and human technology designs may result. Higher acceptance
can be achieved by a conceptual device design that includes usability aspects and
human values from the very beginning. In this way, a medical device can turn into
something that patients are proud to wear or to possess, even for persons who have
to cope with illness.

Consequently, the huge potential of pervasive health technologies in terms of daily
support and medical care of the increasing number of seniors can only be leveraged
if current technology design follows the demands raised by the need of incorporating
human needs and values into its design development. This includes aspects of user
diversity like age, gender, upbringing, culture and technology generation, but it also
contains usage requirements arising from different application contexts. As such,
addressing the fragile trade-off between the potential benefits of pervasive healthcare
applications (ubiquitous support, reachability and universal access) and possible
pitfalls (disregard of human values, violation of privacy and security) is of utmost
importance.
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